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Identifying Vulnerabilities
iNn Cellular Networks

This article takes an in-depth look at a systematic framework for the analysis of
cellular-network protocols, involving a 4G LTE example, to enhance security.

ellular networks are a critical infrastructure sup-

porting applications in all domains we may think of,

ranging from e-commerce, transportation/mobility,

and education to eHealth/personal well-being, and
manufacturing. Cellular networks will be a key infrastructure
for Internet of Things devices, and, indeed, the vision is that
next-generation cellular networks will be more about devices
than people. In other words, the goal of next-gen cellular net-
works is to be “sensing networks.”

However, even without looking into what next-gen cel-
lular networks will be, it’s clear that technologies for cellular
networks have made major advances in the past few years.
Fourth Generation Long-Term Evolution (4G LTE) technol-
ogy has increased the bandwidth available for smartphones,
in essence delivering broadband capacity.

The most recent 5G technology further enhances trans-
mission capacity and reduces latency, energy consumption,
and error rates through the use of several technologies,
including millimeter waves; small cells; massive multiple-
input, multiple-output antennas; beamforming; full duplex
transmission; and software-defined networks (SDNs). It en-
hances the flexibility of cellular networks by separating net-
work control and forwarding planes and making the control
plane directly programmable.!

Because cellular networks are pervasive and used in sen-
sitive applications, their security is a critical requirement.
For example, a denial-of-service attack against a cellular
network may paralyze communities and service infrastruc-
tures, with disastrous consequences.

Securing cellular networks is a challenging task because
of their complexity. Cellular networks consist of multiple
layers—e.g., physical layer, radio-resource-control (RRC)
layer, non-access stratum (NAS) layer, etc. Each layer, in
turn, has its own protocols to implement its procedures,
such as the protocols for attaching/detaching devices to/
from the network and for paging devices notifying of in-

coming voice calls and Short Message Service (SMS) text
messages. Additional requirements, such as backward com-
patibility and interoperation across different wireless com-
munication technologies, add to the complexity.!

Comprehensive approaches to protecting cellular net-
works require deploying a wide variety of security tech-
niques, ranging from basic techniques such as encryption
and digital signatures, to software patching, anomaly de-
tection, network segmentation, device hardening, etc. (see
Reference 2 for an example of security measures for network
infrastructure devices). However, a critical prerequisite to
securing cellular networks is that the protocols designed,
implemented, and deployed in them must be free of vulner-
abilities. Due to the complexity of those protocols, system-
atic methodologies for their analysis are required.

Methodologies for Verifying Cellular Network Protocols

Perhaps the first systematic methodology for analyzing
cellular network protocols is the LTEInspector methodol-
ogy,? developed for the analysis of the NAS layer of the 4G
LTE protocol stack. This layer manages the establishment of
communication sessions and maintains continuous com-
munications with the user equipment (UE), i.e., the cellular
phone, as it moves.

The NAS layer provides a set of protocols governing the
interactions between the UE and the core nodes, such as
the mobile switching center, serving GPRS support node,
or mobility management entity (MME). We refer to the set
of core nodes as “core network” (CN). Each such protocol
consists of multiple steps. For example, the protocol for UE
attach includes the following high-level steps:

L. The UE sends an attach request to the CN,
providing its security capabilities.

2. A mutual authentication is executed between the
UE and the CN.
3. If authentication is successful, the UE and the CN
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1. As depicted in this architecture, the input to the LTEInspector methodology is a representation of each protocol in terms of two finite state

machines, the user equipment, and the core network. (Image from Reference 3)

negotiate the algorithms to use for encryption and digital
authentication.

4. Once the negotiation is completed, the CN sends
the UE an accept attach message.

5. The UE confirms the attach.

Attacks and other failures may happen during any such
step. The goal of the LTEInspector methodology is to ana-
lyze multi-step protocols to identify vulnerabilities in these
steps.

The input to the LTEInspector methodology is a represen-
tation of each protocol in terms of two finite state machines
(FSMs), one for each party involved in the protocol—that is,
the UE and the CN (Fig. 1). An FSM is an abstract machine
that can be in exactly one among a finite number of states at
any given time. The FSM can change from one state to an-
other in response to some input; these changes are referred
to as “transitions.” Preconditions also can be associated to
transitions; in such cases, for the input to trigger a transi-
tion, the preconditions must be true. Also, as part of a tran-
sition, actions can be executed.

FSMs are, thus, a representation well-suited for the analy-
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sis of multistep protocols. An example FSM modeling the
attach protocol at the UE side is shown in Figure 2. In the
example, we use the MME as party, from the CN, involved
in this protocol.

From the diagram, we can see that the UE is initially in
a disconnected state and then, upon the phone restart (in-
dicated by the condition mobile_restart), the UE sends an
attach request to the MME and transitions to the state in
which it waits for the authentication request (that is, the
state UE waits for auth_request). Once the UE is in this state,
different transitions can happen. For example, the UE is
restarted (Transition #3) or the authentication fails (Tran-
sition #4), or the authentication of the UE by the MME is
successful and, as a result, the UE moves to state in which it
authenticates the MME (Transition #5).

Thus, the goal of the LTE methodology is to determine
scenarios (i.e., sequences of transitions) in which the UE,
because of attacks, is unable to reach the final intended state
(i.e., the state in which the UE has been authenticated by
the MME and the MME has been authenticated by the UE).

To identify such attacks, one must consider the capabili-
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ties of the attacker, referred to as “adversarial model,” that
are relevant to the protocols to be analyzed. Because the fo-
cus of LTEInspector is on vulnerabilities in communication
protocols (and not, for example, on vulnerabilities in the
equipment hardware), LTEInspector adopts the Dolev-Yao
attack model.*

Under the Dolev-Yao attack model, the capabilities of the
attacker include dropping/modifying messages exchanged
on the network, injecting false messages, impersonating
legitimate parties in communications, and eavesdropping
messages. Also, under this attack model, the attacker ad-
heres to the assumption that the attacker is unable to de-
crypt messages without possessing the proper decryption
keys and cannot forge the digital signatures of legitimate
parties without possessing the keys used for the signature.

The FSM extended with the inclusion of the adversarial
model is then given as input to the NuSMV model checker,®
together with properties to be verified. Then, by using an it-
erative process known as “property refinement,” each prop-
erty of interest is verified separately.

In property refinement, additional conditions are added
to the property to be verified to exclude spurious cases that
can lead to property violations, but which do not represent
vulnerabilities. If no violations are detected, the property is
considered as verified by the protocol.

On the other hand, when there’s a violation, the model
checker returns the scenario that leads to the violation of the
property. The scenario is then analyzed via a cryptographic
verifier to determine whether the violation still occurs un-
der the cryptographic assumptions about the attacker. If this
is the case, as a last step, the attack is checked in an actual
testbed with commercial UEs to determine whether the at-
tack is possible in practice, as commercial UEs may imple-
ment additional defenses.

By using LTEInspector, several new vulnerabilities were
identified that can be exploited in actual attacks (see Refer-
ence 3 for details on these attacks). Most such vulnerabilities
were due to the lack of deployment of well-known security
techniques for some messages exchanged by the protocol.
Examples include lack of replay protection and lack of digi-
tal signature for certain broadcast messages, such as the pag-
ing messages broadcast by cellular towers to notify UEs of
calls and SMS.°

Starting from LTEInspector, other notable methodolo-
gies were designed, including 5GReasoner,” which extends
LTEInspector by modeling, in addition to the NAS layer,
RRC, and a fuzzing-based approach to identifying design
and implementation vulnerabilities in 5G code by carriers
and device vendors.®

Creating FSM Models of Communication Protocols
The application of formal methodologies, like LTEInspec-

tor and 5GReasoner, requires formal models of the proto-
cols to be analyzed. Based on our experience, such a model
can be extracted from the standardization documents, as in
the case of the model developed for LTEInspector, or from
the protocol implementations. Both approaches have chal-
lenges.

Extracting models from standardization documents re-
quires a huge amount of manual effort, as these documents
are often very large and convoluted. Addressing this issue
would require the design of specialized natural language
processing approaches, perhaps based on artificial-intelli-
gence/machine-learning techniques.

One advantage, though, is that the analysis performed on
such models allows one to identify errors and ambiguities in
the standardization documents or other specification docu-
mentation. Indeed, among the new vulnerabilities found
by LTEInspector, more than half were due to issues in the
specification from standardization documents.

Extracting models from actual implementations of the
protocols has the advantage that automatic or semi-auto-
matic approaches can be used, such as the recent ProChecker
methodology.® ProChecker leverages the testing infrastruc-
ture used for the code to extract from the implementation
an FSM model of the protocol. Because the model is extract-
ed from the implementation, it's more fine-grained than a
model obtained from the natural language specification.

Using a more detailed model allows one to identify vul-
nerabilities that aren’t identified by more abstract models.
For example, when applying ProChecker to an industrial
codebase that has a size of around 80 GB, implementation
of the NAS layer identified three new protocol attacks. These
weren't identified in analysis by LTEInspector using a more
abstract model extracted from the standardization docu-
ments, as well as six implementation issues.

One disadvantage is that the extracted model may be very
large, which results in scalability issues with the formal anal-
ysis tools used. Furthermore, the model may contain unnec-
essary details that make it more difficult for the program-
mers/software engineers to understand the vulnerabilities.

Key Insights

Ensuring that cellular network protocols are free of vul-
nerabilities of varying nature is a challenging task that re-
quires the use of several techniques. For example, memory
vulnerabilities, such as buffer overflows, are today well un-
derstood and identified in various ways, such as by fuzz-
ing testing. On the other hand, logical vulnerabilities, e.g.,
lack of digital signatures on messages, are more difficult to
identify. Formal verification methodologies, like the ones
discussed earlier, are more suitable for identifying these vul-
nerabilities.

However, the use of these methodologies requires exten-
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sive domain knowledge to determine the proper abstraction
level(s) for the model and the properties. In general, having
an abstract model is useful in defining an initial set of rel-
evant properties and verify whether the protocol, as initially
specified, has vulnerabilities. Then a more detailed model
can be extracted from the implementation and analyzed by
refining the properties defined for the abstract model. In ad-
dition, the model extracted from the implementation can
be compared with the abstract model to detect whether the
implementation is noncompliant with the specification.

To conclude, we have promising techniques and method-
ologies, and, hopefully, research by industry and academia
will enhance and engineer them for practical use.
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