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Matchmaker

0402DC Series Designer’s Kit ((472-2):
20 samples each of 112 inductance valves,
including 0.1 nH increments from 2.8 nH to 10 nH

Looking for the perfect high-Q inductor for impedance matching

in RF/microwave antenna circuits? This kit has it!

Coilcraft 0402DC Series wirewound
chip inductors offer the industry’s highest Q
factors in an 0402 (1005) size for super low
loss in high frequency circuits. And with
112 values from 0.8 to 120 nH, including
0.1 nH increments from 2.8 nH to 10 nH,
you’ll have exactly what you need for all
your RF and Microwave applications.

The 0402DC also features wirewound

construction for extremely high self reso-
nance — up to 28.8 GHz - and offers DCR
as low as 25 mQ, significantly lower than
other inductors this size.

Equip your lab with the ultimate
impedance matching resource. Our
C472-2 Designer’s Kit has 20 samples
of all 112 values! Purchase one online at
www.coilcraft.com/0402DC.

'\@cmlcraﬁdlred com

WWW.COILCRAFT.COM

@ No min order. Next day delivery.
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FROM THE EDITOR

DAVID MALINIAK, Executive Editor

WE’VE BEEN TOLD for several years now
that 5G technology is going to change
everything about our interconnected digi-
tal lives. There’s been reams of editorial-
izing about it, particularly about mmWave
5G and how it will deliver insanely fast
connectivity with minuscule latency. I've
been as guilty of that as anyone among
industry observers.

Certainly, 5G has been a moneymaker
for service providers. One market report
estimates the global value of the 5G ser-
vices market at $121.8B in 2023 and pro-
jected at $1,002.3T by 2028. From those
market numbers, one might extrapolate
that 5G is ubiquitous and successfully
bearing out its early promise.

Sadly, though, the reality is different
from what the hype promised, and its
past time to reckon with that reality. As of
today, 5G hasn't been the game-changing
technology envisioned for enterprises. But
why not?

Why 56 hasn’t met
expectations:

« Slow rollout

« Lack of compelling use
cases

« Technical limitations
« Infrastructure challenges

« Return-on-investment
concerns

bG's Disparity Between
Promise and Reality

It's time to grudgingly admit that 5G has been
overhyped and underdelivered. Why has it not fulfilled

its promise?

For one thing, coming as it did dur-
ing the pandemic, the rollout took forever
and is still ongoing in much of the world.
Even where rollout has been reasonably
successful, such as in India (165M users
between the top two carriers), monetiza-
tion lags due to the lack of truly compel-
ling use cases for 5G.

Here in the United States, a big differ-
ence exists between what 5G users were
being sold and what they got. Verizon,
which spent some $45B on spectrum
when the FCC auctioned licenses in 2021,
touted mmWave 5G as the “be all, end
all” of connectivity. Of course, mmWave
5G delivers extremely high data rates, but
it was quickly revealed to be too limited
in range for many use cases in which it
would be beneficial.

The infrastructure buildout itself has
proved more difficult, time-consuming,
and expensive than carriers bargained
for. Urban and suburban regions require

a great deal of equipment for adequate
coverage. It’s going to be a while before

carriers get rural areas fully built out, as
the return on investment (ROT) will suffer.

If you look at the history of rollouts
for successive generations of cellular
technologies, it’s fair to say that the odd-
numbered generations have fared rather
poorly in terms of ROI. For millions of
cellular users, 4G is still the best bet—
sometimes 4G data rates are faster than
low-band 5G rates anyway. It could well
be that 5G suffers the same fate as did
1G and 3G, serving as placeholders until
technology matured in the 2G and 4G
eras. If youre waiting for a 6G bailout,
please don’t hold your breath. H

Coid) Meluniak

dmaliniak@endeavorbh2h.com
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Video» Containers Speed Embedded Software Development

A collaboration between MicroE] and NXP Semiconductors has resulted in the
NXP Platform Accelerator, which promises easier integration, faster time-to-market,
scalability, and portability to users of NXP’s processors.

www.mwrf.com/21284793
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4-PORT DIFFERENTIAL

220 GHz SINGLE-SWEEP
VECTOR NETWORK ANALYZER
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Video» Four-Port Single-Sweep VNA Serves D- and G-Band Apps
Anritsu's VectorStar ME7838x4 broadband vector-network-analyzer (VNA) systems

provide four-port measurements. According to the company, they offer better
calibration stability and better measurement stability with significantly longer
time between calibrations.

www.mwrf.com/21275986

CONNECT WITH US
ﬁ www.fa

X @MicrowavesRF

Visit www.mwrf.com for
more information on stories
in this issue, plus exclusives
on pertinent topics in the
RF, Communications, and
Microwaves Technology
industry.

k.com/microwavesrf

@ linkedin.com/groups/3848060/profile

o wwwyoutube.com/@engineeringtvEBM

Improve Alignment of
Compression-Mount
Connectors in Wireless Designs

This article explains how compression-
mount connectors are used in RF and
microwave systems and why alignment
is so important, and then examines the
impact of misalignment on performance.

www.mwrf.com/21285333
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MWC 2024: A Showcase for the
Latest Wireless Solutions

Recently, the wireless community came
together at GSMA MWC (Mobile World
Congress) Barcelona 2024, one the world’s
most influential connectivity events, with a
combination of an exhibition, conferences,
and the largest gathering of policymakers
enabling the digital economy.

www.mwrf.com/21284654

Matter Underpins the Future of
the Smart Home

In the rapidly evolving smart-home land-
scape, the Matter connectivity standard
emerges as a beacon of promise, offering
consumers enhanced security, reliability,
and seamless experiences.

www.mwrf.com/21284175
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dB Control’s
2-46 GHz GaN & TWT
MPMs Meet Your «
Critical Requirements

High-Performance Microwave Power Modules for
Radar, EW, ECM, Data Links, Secure SATCOM

+ Form, fit, function replacements * Designed to meet SWaP-C requirements

+ QUAL-by-SIM opportunities + Modular design for easy customization

+ Air-, liquid- or conduction-cooled « Multiple prime power options (270-280 VDC, or AC
+ Continuous wave or pulsed power 3-Phase)

C, X, Ku, Ka and Q-Band TWT MPMs, CW or Pulsed 2-18 GHz GaN SSPA MPM,
up to 200W CW or Pulsed
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LATEST

Wireless MCUs Ready for Incoming
Cybersecurity Regulations

STMicroelectronics’ highly integrated chips handle a range of

wireless technologies and the latest security standards.

SUPPORTING MULTIPLE WIRELESS

technologies and the latest security
standards, STMicroelectronics’ new
short-range wireless microcontrollers are
all-in-one components that enable wear-
ables and smart objects to become more
miniaturized, easy to use, and secure. The
cost-effective MCUs leverage short-range
wireless technologies like Bluetooth LE,
Zigbee, and Thread to connect smart
devices to home bridges, gateways, and
controllers, including smartphones.

The STM32WBA5 family offers a com-
pact one-chip solution that reduces the
bill of materials and shortens time-to-
market. It accomplishes those goals by
relieving wireless design challenges while
being compatible with the development
tools and software packs of the STM32
microcontroller development ecosystem.

The flagship STM32WBAS55 microcon-
troller can communicate using multiple
protocols simultaneously, like Bluetooth
LE 5.4, Zigbee, Thread, and Matter. ST
also supports the latest Bluetooth LE
Audio specifications, enabling next-
generation products that offer a better
listening and hearing experience, includ-
ing Bluetooth Auracast.

“Lead customers are already appreciat-
ing the enhanced wireless performance,
flexibility, and security of our latest STM-
32WBA wireless microcontrollers,” said

STMicroelectronics

Benoit Rodrigues, Wireless MCU Divi-
sion General Manager, STMicroelectron-
ics. “They are creating diverse products
including smart thermostats, tracking
devices, smart chargers, headsets, power
tools, and smart meters.”

He added, “The extensive software
ecosystem that provides communication
stacks, microcontroller-specific software
packs, sample code, and tools helps devel-
opers bring new products to market based
on these MCUs quickly and efficiently”

Satisfying SESIP and Other
Upcoming Mandates

Presented as the first wireless MCU
currently available that can achieve
the important SESIP (Security Evalua-
tion Standard for IoT Platforms) Level
3 security certification, products based
on STM32WBA microcontrollers can
satisfy the U.S. Cyber Trust Mark and
EU Radio Equipment Directive (RED)
regulations due to become mandatory
in 2025. The company will also intro-
duce a ready-to-use module with the
STM32WBA and all necessary external
components, including a power supply
and antenna-balancing circuitry.

Olivier Hersent, CEO, Abeeway (Actil-
ity Group), said, “We work with smart
asset-tracking devices which are con-
nected through Bluetooth to mobiles
and through mobile apps to the cloud,
enabling us to deliver complete asset-
tracking management for our custom-
ers. ST’s microcontrollers bring wireless
connectivity to our multi-mode trackers.

“We have selected the new wireless con-
nectivity product, STM32WBAS5, for its
enhanced performance with ultra-low-

power radio capabilities, which is key
for our battery-powered devices. They
ensure stable connectivity in the harsh
industrial environment where we operate,
combined with security that meets the
highest industry standards.”

Tom Roberts, CTO, Performance
Designed Products (PDP), stated, “We
believe that gaming peripherals should
be as unique and accessible as the gaming
community itself. ST and PDP have worked
together through several video game gener-
ations, and we have used STM8 and STM32
devices for many years. ST products con-
sistently provide the features we need in
our highly competitive market segment.

“We recently selected ST’s short-range
wireless connectivity product, the STM-
32WBAS5, based on the integrated MCU
and Bluetooth low-energy technology, as
the right solution for a new, groundbreak-
ing game controller. The STM32WBA
offered us an ideal combination of per-
formance, peripherals, cost efficiency, and
ecosystem support that enabled simple
and fast development.”

The STM32WBA54 and STM32W-
BA55 each contain a 100-MHz Arm
Cortex-M33 core with TrustZone archi-
tecture and up to 1 MB of flash memory.
Offering inherently low power consump-
tion, they have a background autono-
mous mode and flexible power-saving
states to extend operational battery life
in portable products.

ST’s latest 2.4-GHz radio is integrated
alongside the MCU. It’s the first to let the
application control the RF output power,
with an adjustment range of up to +10
dB to ensure reliable wireless connections
even under adverse conditions. l
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Ingestible Thermo Sensor Performs Core Body-Temperature Monitoring

LEVERAGING A CONNECTED ingestible
thermometer for Sports and Occupational
Health Research applications, French
MedTech BodyCAP has developed the
eCelsius Performance Connect System.
The solution has connectivity to smart-
phones and tablets provided by Insight
SiP’s ISP1807-LR RF module for continu-
ous core body-temperature monitoring.

The thermometer is integrated into an
ingestible capsule, which monitors and
measures the core body temperature as it
passes through the gastrointestinal tract.
The innovative connected core body-
temperature data-collection device will
transmit data until it’s expelled, which
usually takes a couple of days but can
last up to six days.

The eCelsius Performance research
device uses a small 2-cm ingestible elec-
tronic capsule, accurate to within +0.1°C,
with a communication protocol for data

security. The capsule transmits data viaa
sub-gigahertz radio to a wearable watch-
type device. Called ePerf Connect, the
wrist device relays data via Bluetooth,
which can be read by any compatible
system such as a smartphone or tablet.

Flexible ISP1807-LR Module

Chosen for its high memory capac-
ity and flexible I/O set, the ISP1807-LR
module enables the ingested capsule to
relay information via Bluetooth in real-
time every 15 seconds to 5 minutes. The
ePerf Connect then records the data and
triggers alerts if the threshold temperature
is exceeded.

Insight SiP’s ISP1807-LR RF module’s
compact size and low power consump-
tion ensures unobtrusive integration with
an extended operational life. The mod-
ule offers a Bluetooth 5 stack along with
IPv6 connectivity and Mesh capabilities.

According to Sébastien Moussay, co-
founder & Chairman of BodyCAP, “Insight
SiP’s RF module is ideal for the connectivity
of the eCelsius System, a complex appli-
cation requiring fast, reliable processing
and best-in-class power consumption.
The module’s small size made it ideal for
our wearable gateway product, and the
sophisticated features allowed it to form
the core of this product. Our system is a
breakthrough for research and medical
applications in which measuring core body
temperatures is key to symptom diagnosis
and finding the best solutions for patients”

Dr Nick Wood, director, Sales & Mar-
keting, Insight SiP, added, “We are proud
to work with BodyCAP on its highly inno-
vative eCelsius System and contribute our
RF expertise and module to enable this
connected medical device to provide
patients with more effective diagnosis
and optimal care” M

Test Cases Certify Non-Terrestrial-Network Chipset

KEYSIGHT TECHNOLOGIES EXTENDED the number of test
cases for Skylo Technologies’ non-terrestrial-network (NTN)
certification program to 21 in the Keysight RE/RRM Carrier
Acceptance Toolset (RCAT). Offering developers new ways to
certify 3GPP 5G Release 17 (Rel-17) NTN chipsets, modules,
and devices, the test cases address narrowband Internet of Things
(NB-IoT) solutions for Skylo's network.

Keysight and Skylo are creating seamless NTN certification
testing solutions with tools to validate and certify products tar-
geting these new networks for organizations such as the Global
Certification Forum (GCF) and the PTCRB. The test cases cover
radio frequency (RF) and functional performance aspects of NB
communication unique to NTN, like the technical challenges
posed by Doppler effects arising from the distance and relative
speed between devices and satellites.

Real-World Emulation

The RCAT Skylo release addresses this by emulating real-world
conditions, such as geostationary orbit, geosynchronous orbit,
and the signal-to-noise-plus-interference ratio, balancing test
complexity and real-world network emulation. Keysight and

GO TO MWRF.COM

Skylo continue to collaborate on supplementary tests for future
releases of Skylos NTN certification program.

According to Ian Milne, Head of Quality and Standards at
Skylo Technologies, “The journey between our two companies
has been exceptional, and we are thrilled to witness the results,
with our certification program gaining interest from key industry
players. We eagerly anticipate continuing our collaboration with
Keysight to achieve our shared goal of ensuring high-quality
service to hybrid terrestrial and non-terrestrial networks, in
which Skylo plays a key role”

Jose Ignacio Espinola, Director of NTN Certification Solu-
tions at Keysight added, “Keysight is a pioneer in support-
ing the scale-up of NTN by using a combination of 3GPP
and service provider standards to develop and prioritize
certification testing.

“Our commitment is reflected in bringing advanced test solu-
tions to market first, and we are leading certification efforts
with every major vendor and chipset maker on testing critical
aspects of satellite communications. This significant milestone
with Skylo validates our efforts and inspires us to contribute
continuously to the successful development of NTN.


https://thepartsdirect.com/keysighttechnologies/distributors-and-vendors
https://www.skylo.tech/
https://www.keysight.com/de/de/product/S8707A/s8707a-rf-rrm-carrier-acceptance-toolset.html
https://www.keysight.com/de/de/product/S8707A/s8707a-rf-rrm-carrier-acceptance-toolset.html
https://www.bodycap-medical.com/
https://www.bodycap-medical.com/e-celsius-performance-body-temperature-monitoring-telemetric-pill/
https://thepartsdirect.com/insightsip/distributors-and-vendors
https://thepartsdirect.com/insightsip/distributors-and-vendors
http://MWRF.COM

FEATURED PRODUCTS

Software/CPU Duo Yields Efficient, Flexible
Open RAN Implementations

AMD’s EPYC 8004
chipsets and Parallel
Wireless's GreenRAN
software platform
combine to free Open
RAN implementations
from specific hardware
requirements while
also optimizing

power efficiency.

The Overview: Open RAN
Collaboration

Parallel Wireless is collaborating with
AMD to pair its GreenRAN hardware-

agnostic software platform with AMD’s
EPYC 8004 Series CPUs. The collabora-

tion, it's hoped, will boost Open RAN
adoption as it reduces end-product
power consumption and frees OEMs
from hardware constraints.

Who Needs It & Why: Those Seeking
Interoperability

The Open RAN movement, which
promises to break the shackles that bind
network operators to monolithic provid-
ers of radio-access network (RAN) equip-
ment, continues to make progress. Yet,
it still seeks solutions that will leverage
hardware-agnostic RAN software with
processors optimized for edge and tele-
com use cases.

Use of the AMD EPYC processors with
Parallel Wireless’s GreenRAN software
gives cellular network operators greater
control over their components. The soft-
ware operates seamlessly across various
general-purpose CPUs, which represents
a significant advance compared with ear-

lier Open RAN solutions that were tied
to specific hardware configurations. As a
result, OEMs of Open RAN gain more of
the openness and flexibility that was key
to the Open RAN movement.

Under the Hood: Software & CPU
Highlights

Both the software and the CPU bring
attributes to the table that make the col-
laboration seem like a great fit as OEMs
pursue the goals of innovation, scalability,
and cost reductions.

Parallel Wireless's GreenRAN software
suite includes its xApps Suite, which pro-
vides software-driven layer switch-off and
MIMO channel shutdown. These capa-
bilities give operators the ability to fine-
tune network activity based on demand.
Together, they form an intelligence layer
that optimizes network cluster power
efficiency while maintaining quality of
experience in both uplink and downlink.

The xApps also optimize the user
MIMO configuration between MIMO
4x4 and MIMO 2x2 while maintaining
user-equipment channel quality. Shut-
downs are performed in near real-time,
which offers rapid response to frequent
changes in network behavior. It all adds

up to significant energy savings compared

with older solutions.

For its part, AMD’s fourth genera-
tion EPYC 8004 Series (Siena) proces-
sors are optimized for edge and vVRAN
deployments. They contribute high core
counts and energy efficiency to the over-
all solution, both of which are integral to
enhancing the performance, scalability,
and cost-effectiveness of Open RAN hard-
ware. Core counts range from 8 to 64 and
number of threads from 16 to 128. Maxi-
mum boost clock rates are 3.1 GHz with
base clocks ranging from 2 to 2.65 GHz.

In its collaboration with Parallel Wire-
less, AMD gains a stronger foothold in the
telecom network market by aiding in the
industry’s ongoing shift to more flexible
and adaptable architectures.
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RF Power Transmitter Ushers Over-the-Air
Wireless Charging into Homes

Powercast'’s RF

power transmitter
means to slash RF
transmitting technology
costs and make
convenient, contactless
power ubiquitous.

Powercast's Ubiquity RF power transmit-
ter is hoped to make a pervasive presence
of RF wireless power in smart homes.
With this transmitter, Powercast claims
to have lowered the barrier to entry into
having multiple RF wireless power trans-
mitters covering every home.

The idea of the Ubiquity transmitter
is to make wireless charging a “set-and-
forget” proposition, much like Wi-Fi.
Powercast’s over-the-air wireless power
architecture has two sides:

o A transmitter sends RF over the air.

o A receiver embedded in end devices

harvests that RF from the air and
converts it into dc (direct current) to
both communicate data and power
devices.

On the transmitter side, Powercast’s
Ubiquity will come in several forms, all
able to both charge RF-enabled devices
and communicate data back and forth
with them throughout a home. Manufac-
turers have two options to turn their own
products—such as home appliances, TVs,
game systems, computer monitors or Al-
enabled home assistants—into Ubiquity
RF transmitters:

o A licensable reference design pro-
vides flexibility and ultimate cost
savings for manufacturers to inte-
grate just the electronics needed onto

GO TO MWRF.COM

their own circuit boards for $5 or less
bill-of-materials (BOM) cost.

o An easy-to-integrate, drop-in
embeddable module contains all of
the electronics and hardware needed.
Manufacturers will add a power sup-
ply and antenna. Powercast will work
with manufacturers on an antenna
design that best fits their specific
product size.

On the receiving side, manufactur-
ers can embed Powercast’s tiny Power-
harvester PCC110 receiver chip and a
small antenna into their end devices for
around $1 to enable them to work with
an RF transmitter—either Powercast’s
standalone Ubiquity, or RF-transmitting
products created using the Ubiquity
embeddable module or reference design.

This wireless power-over-distance
architecture is perfect for charging low-
power devices with continuous, reliable,
background trickle charging. End-device
examples include TV remotes, electric
toothbrushes, keyboards and mice, game
controllers, earbuds, headphones, smart
watches, fitness bands, hearing aids,
clocks, electric shavers, home-automation
devices, and many other applications.

Powercast

The Ubiquity transmitter can output
up to 1 W (3 W EIRP) and automatical-
ly charges multiple RF-enabled devices
that come into its charging zone, with
no charging mats needed. Power-hungry
devices charge faster within several feet
of the transmitter, while ultra-low-power
devices like IoT sensors can charge up
to 120 feet.

n
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INDUSTRY TRENDS

By David Maliniak, Executive Editor

How Do You Stay on
Top of Technology?

Technology marches on,
but are you lagging in
your proficiency? Our
2023 Annual Salary and
Career Report survey
provides a glimpse into
the state of continuing
engineering education.

WHEN ASKED ABOUT challenges in stay-
ing up to date with evolving technolo-
gies, one respondent to our 2023 Salary
& Career Report survey answered in a
way that may be indicative of industry
employment trends: “I'm expected to
be current in a wide range of disciplines
because of under-resourcing and hiring
of junior engineers who need mentoring
and bring little to the table initially”

If this situation sounds familiar—need-
ing to wear multiple hats even as you help
new talent—then you’ve got to somehow
find time to learn about new technologies.
It could be what enables you to prove your
value to your organization, both through
innovative work of your own and in get-
ting newcomers up to speed.

Needing to scramble to accommodate
accelerating change, with precious little
time to do so, is a perennial requirement
for electronic design engineers. Our
survey asked about your current level of
education and your preferred means of
learning new tricks. We wanted to know
whether your employer pays for continu-
ing education, and if so, in what modes?

In this article, we'll look at these top-
ics with facts, figures, and representative
anecdotal responses. Bear in mind that for
most questions, we asked you to “select
all that apply;” so results won’t necessarily
add up to 100%.

Education Levels on the Rise

How well are engineers educated, and
how do this year’s results compare with the
2022 survey? The largest chunk of respon-
dents holds a master’s degree (33.3% vs.
32% in 2022). Then there’s 25.6% with
bachelor’s degrees (22% in 2022).

Respondents with a bachelor’s degree
plus some graduate studies are at over
14% this year, a slight increase from last
year. Doctorates made a bit of a come-
back in 2023 at nearly 13% vs. last year’s
11%. Overall, current education levels are
improving year-on-year compared to last
year’s survey results.

Educational Options Abhound

Regardless of whether you graduated
from a prestigious technical college or
worked your way up from the mailroom,
there’s no getting around the need to
refresh your knowledge and skills. So,
as we do each year, we asked, “What are
some of the ways in which you continue
your engineering education?”

While last year was something of an off
year for continuing education, this year’s
results indicate that more of you are taking
advantage of opportunities to learn and
grow professionally. It’s fair to say that
coming out from under the pandemic
cloud could be the reason.

As usual, we've asked about your usage
of various modes of education. You can
always count on industry vendors to pro-
duce webcasts, videos, and white papers
in large volumes. These items are invari-
ably free for the asking (or registering).
Most webcast providers make their events
available on demand if you've missed the
live streams.

In 2023, your most preferred means of
getting up to speed on technology is engi-
neering videos (62.4%). That’s followed
by engineering/technology publications
at 62.2%, a significant rebound from 47%
in 2022. Last year’s #1 option, seminars,
fell to #3 this year, but it still climbed to
62% from 51% in 2022.

We broke out engineering/technol-
ogy publications’ websites in this year’s
survey, and 56.4% rely on those for news
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and information. White papers came in
with 59% vs. 48% last year. Youre turning
to engineering textbooks more this year
(48.7% vs. 35% in 2022); the same goes
for eBooks (41% vs. 35% last year).

In-person education options are a
mixed bag: Fewer of you are attending
in-classroom college courses (11.3% vs.
14% in 2022) or showing up at user-group
meetings and meetups (18.3% vs 20% last
year). But your tradeshow/conference
attendance rose from 26% last year to
29% in 2023.

We asked about a few new education
modes this year, beyond publication
websites. Some 34% of respondents avail
themselves of vendor-sponsored events
while 19% stop in at in-house education
sessions sponsored by your employers. We
wanted to know if you take advantage of
online tradeshows/conferences, and about
17.6% say they do. Another category of
education mode that’s resurfaced in the
wake of COVID-19 is podcasts, with
15.3% tuning in.

Some educational options are free of
charge, but there’s quite a few that are

not. We asked whether your employers
reimburse you for those costs. Sadly, 25%
report that you're on your own in this
regard. But over 42% say they’ll recoup
costs for attending tradeshows/confer-
ences. Nearly 38% say the same about
seminars, and about 32.5% get repaid
for the costs of online training sessions.
If you're taking college courses, over 27%
get tuition costs back as well as costs for
textbooks. Close to 18% are reimbursed
for dues to engineering associations.

Time and Time Again

While fears of contracting disease
have largely receded, enabling you to
more readily attend shows, conferenc-
es, and seminars, lack of time remains
the perennial thorn in the side of the
knowledge hungry. Compared to the
general population, electronic engineers
are a well-paid lot, but your employ-
ers often get more than their money’s
worth out of you. That’s clear from the
number of anecdotal responses to our
survey decrying the surfeit of time for
continuing education.

For which of these forms of education does your company reimburse costs to engineers?

SEMINARS

38%

TRADE
SHOWS/
CONFERENCES

ONLINE TRADE
SHOWS/
CONFERENCES

8%

ENGINEERING
TEXTBOOKS

PUBLICATION
SUB-
SCRIPTIONS

18%
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Multiple options were selected.

ENGINEERING
ASSOCIATION
DUES

18%

COLLEGE
TUITION

CERTIFI-
CATIONS

ONLINE
TRAINING

NONE OF
THE ABOVE

“[It's difficult to] make time
available outside of work and
personal time to stay current
with advances in engineering
and technology.”

“[It’s difficult to] make time available
outside of work and personal time to
stay current with advances in engineer-
ing and technology;” said one respondent.
“The technology moves along too fast to
keep up,” offered another, while a third
observed, “Lots of information is becom-
ing obsolete very quickly”

The imbalance between work and
private life remains a concern for many
engineers, as any time spent with techni-
cal journals or watching videos at home
means less time for the family and/or
friends. “Any study of new tech has to
be done on my own time with my own
funds,” offered one respondent.

Then there’s the problem of the sheer

volume of material to be had. What's the
source? What the heck do they know,
anyway (“..sources who claim expertise
when their knowledge is superficial”)?
Which material is useful now and which
might be useful in the future (“...just fil-
tering out the far-future stuff from that
which might be relevant soon”)?

The rate of technology change is a
constant refrain among design engineers,
who cite anxiety about keeping up with
emerging technologies such as machine
learning and artificial intelligence. “It’s a
matter of navigating hype-fueled spam,
focusing on content relevant to my job,
said one survey respondent. “It’s about
filtering out all the ‘executive summary’
and ‘infomercials’ promoted as educa-
tional for engineers (generalized puff-
ery), added another.

Without a doubt, staying abreast of
technology trends and project-relevant
information is a difficult endeavor.
Here’s hoping you're able to maintain
and expand your knowledge base suf-
ficiently in 2024 to keep you at the top
of your game. W
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What's the Difference Between
Matter 1.0, Matter 1.1, and Matter 1.2?

Across its three iterations to date, the Matter connectivity protocol has
significantly expanded its reach. Learn what's new in the latest revision.

By Rob Alexander, Principal Product Manager - Matter, Silicon Labs

IN 2019, AMAZON, APPLE, GOOGLE,
and Zigbee Alliance members came
together to form Project Connected Home
over Internet Protocol (CHIP). That
working group built a new standard that
enables IP-based communication across
smart-home devices, mobile apps, and
cloud services, and ultimately unites the
smart home.

In 2021, the Zigbee Alliance rebranded
as the Connectivity Standards Alliance
(CSA), and Project CHIP rebranded to
Matter. These rebrands were necessary

as the new Matter mark authenticates
devices, ensuring that any object built on

this standard is reliable by nature, secure
by design, and compatible at scale.

Fast forward to today, and Matter is
here! Officially released in October 2022,
the Alliance and Matter have seen tremen-
dous growth with 600+ members, 750+
Matter-certified devices, and multiple
updates to Matter. Before we dive into
these updates, let’s learn more about the
Matter standard and why Matter matters.

What Exactly is Matter?
Matter is an application-layer protocol

developed specifically to address device

interoperability within the smart home,

more specifically across different smart-
home device platforms. That means your
Amazon Alexa can work with your Google
Home or Apple HomeKit. Beyond interop-
erability, its other biggest benefits include
simplified device setup, significantly bet-
ter reliability and latency, and improved
security through standardization.
Matter is designed to support existing
protocols, such as Thread, Wi-Fi, Blue-
tooth Low Energy, Zigbee, and Z-Wave,

bringing greater flexibility to manufactur-
ers and consumers alike.

For developers, Matter simplifies prod-
uct development while lowering devel-
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opment and operational costs. Because
Matter is completely open source, any-
body can read and propose changes to
source code, resulting in collaboration
from the industry, improved quality, and
expedited processes.

With Matter, device manufacturers only
need a single SKU per product instead of
separate ones for each ecosystem. This
reduces costs, shortens development and
production time, and simplifies the entire
supply chain.

Furthermore, consumers have the
power to choose how they want to con-
trol their homes and with what devices—
they’re not limited to certain ecosystems.
Consumers can have peace of mind when
using their devices as privacy and secu-
rity are central to Matter, with built-in
encryption, over-the-air updates, and
standardization to keep data safe.

Another benefit for consumers is sim-
plified setup for new IoT devices in their
homes. Matter uses a simple and secure
onboarding process to connect new devic-
es and is as easy as scanning a QR code
to add a new Matter device. Lastly, Mat-
ter is compatible with existing devices—
non-Matter-certified devices—via Matter
bridges so that consumers can continue to
use the devices they already have.

Matter 1.0: Certification Now Open
In 2022, the CSA launched Matter 1.0,
along with eight authorized test labs for
product certification, the test tools needed
to certify devices, and the open-source
reference design software development
kit (SDK) to develop Matter devices.
Consumers started to see the first ever
Matter-certified devices. The Matter 1.0
release supported a variety of common
smart-home products, such as lighting
and electrical, HVAC controls, window
coverings and shades, safety and secu-
rity sensors, door locks, media devices
(including TVs), controllers as both
devices and applications, and bridges.
In addition to new devices, Matter 1.0
enabled companies to upgrade existing,
already deployed devices to Matter-cer-
tified devices via over-the-air updates.
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Matter 1.1: Enhancements for
Developers and Devices

May 2023 saw the release of Matter
1.1, an update with enhanced support
for many smart-home products in the
Intermittently Connected Devices (ICDs)
category, also known as “sleepy devices.”
Typically, ICDs represent battery-powered
devices like sensors, door locks, and
switches that are connected via wireless
networks and need to conserve power for
optimal operation and lifespan.

ICDs aren’t constantly connected. Rath-
er, they “wake up” and connect periodi-
cally, drawing power and, thus, making
energy efficiency vital. Matter 1.1 allows
for ICDs to sleep for longer periods of
time before checking in with parent
devices without having to reconnect to
the network. Fewer check-ins mean power
conservation and longer battery life.

Matter 1.1 fixed many of the bugs from
the initial launch of Matter, especially
from the developer side. Given the code
is publicly available and relies on an open-
source SDK, it's important that these tools
are easy to work with. In this update, the
CSA gathered feedback from developers
throughout the process to make clarifi-
cations on how to make the tools easier
to operate, helping developers to work
with Matter.

The CSA also launched a testing cen-
ter in Portland that offers interoperabil-
ity testing services to alliance members
developing Matter products for certifica-
tion. In addition, Silicon Labs launched
its Connectivity Lab, which simulates a
modern smart home, with a range of IoT
devices, applications, ecosystems, and net-
works. Customers can test their Matter
prototypes operating within real-world
scenarios across a variety of protocols and
device brands.

Matter 1.2: More Device Types

Fast forward another six months, and
Matter 1.2 introduces new device types
and brings other improvements that
enhance interoperability and user expe-
rience. This release expands device types
to washing machines, refrigerators, dish-

washers, room air conditioners, robotic
vacuums, air—quality Sensors, air puriﬁers,
smoke/CQO, alarms, and fans. Matter 1.2
also adds key foundational elements to
enable more device types, such as opera-
tional modes, that are important to adding
more appliances in the future.

This is exciting as many of these devices
tend to be Wi-Fi-enabled but often have
limited ecosystem support and require
proprietary app control. With Matter
1.2, manufacturers can simplify the user
experience—including commission-
ing—while enabling integration into key
smart-home ecosystems.

Matter 1.2 also includes new fea-
tures that improve the user experience
for commissioning to better identify
the product and its description. For
example, to help the user verify which
device is the one they’re interacting with,
the color of the device is listed in the
Matter controller’s user interface. Or, a
light with multiple bulbs can describe
the location or position in a controller
user interface to indicate which bulb is
bound to a smart switch.

Final Thought: Matter 1.3 and
Beyond Only Gets Bigger

Support for Matter will only continue
to grow. In fact, Amazon has already
added Matter to more than 100 million
Echo and eero devices. The CSA has indi-
cated that it hopes to share new Matter
updates every six months, so we can
continue to expect more Matter device
types, specifically cameras and energy-
management devices to further unify
smart-home ecosystems, as well as more
updates that help widespread adoption
across the smart home.
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What is the 12-Term VNA Calibration Model?

Learn about the 12-term error model used to characterize systematic errors
encountered during VNA measurements.

By Brian Walker, RF Engineer, Copper

Mountain Technologies

This is the third in a multi-part series of
articles on vector network analysis. Part 1
introduced the VNA, how such instruments
work, and some of their applications in the
lab. Part 2 introduced S-parameter network
flow diagrams and how to manipulate them
to solve real-world problems.

BECAUSE TEST CABLES experience
loss and delay, vector network analyzers
(VNAs) must be calibrated to make precise
measurements. Those cable losses mean
that phase measurements made at the
VNA ports will not be the same as those
made at the device under test (DUT).

If the characteristic impedances of the
test cables are not precisely 50 €, the effec-
tive source and load match of the VNA
will be slightly off, resulting in measure-
ment ripple. In addition, the directivity
error in the VNA measurement bridges
must be corrected to ensure accurate
reflection measurements. This short
primer will quantify the various system-
atic errors and introduce the 12-term
error-correction model, which serves as
a basis for VNA calibration.

The S-parameter network diagrams,

as seen in the previous article in this
series, will be used to describe the vari-

ous error terms.

What is the 12-Term Error Model?

Our model starts with a perfect VNA.
We create two error boxes and put them
on either side of the DUT and attach the
perfect VNA to the left and right sides
of Figure 1.

Error box A is defined by its four
S-parameters—ey, g}, €19, €;;—and error
box B by S-parameters e,,, €,3, €3,, and e33.
The DUT is defined by its S-parameters
S11> S125 Sp15 and Sy,. The S-parameters
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1. Our model starts with a perfect VNA. We create two error boxes and put them on either side
of the DUT and attach the perfect VNA to the left and right sides. Images courtesy Copper

Mountain Technologies

810932

bg 210201

2. This diagram depicts the 6-term forward error model of the DUT.

measured by the perfect VNA attached to
the system, S,,,, are altered by error boxes
A and B. The isolation terms e3; and ey3
are usually small and may be ignored for
the moment.

The measured S-parameters, S, may
be expressed as in Equation 1:

Sm=A=*5,*B (1)
where S, are the actual S-parameters
of the DUT.

Unfortunately, you can’t multiply
S-parameters as shown in Equation 1,
but you can recast them as cascade (or
transfer) parameters, and then matrix

multiplication is valid. The conversion
to cascade parameters is accomplished
with Equations 2, 3, and 4:

_ a1 |—As Spy
Tour = S21 |—S22 1 2)
1 |-A e
T [ eA 00 3
A €10 —ey, 1 ( }
1 |—dep €22
Tg = — 4
B €3z | —€33 1 )
where:
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As= 511572 — 5215;5

Aea= €00€11 — €10€01

Aep= €32€33 — €37€53
Then:

T = Ta * Tpur * Te (5)
And we can find Ty by inverting Ty
and Tp:

TDUTZTgl*Tm*TB_I

(6)

We then convert the cascade param-
eters back to S-parameters, and we will
have our calibrated measurement assum-
ing we know the eight e values:

1

_ 1T, AT
T22

S 1 -Ty

(7

where the T parameters are Ty from
above. And:

AT =Ty Top — Ty Ty

The e values for the A and B boxes can
be determined by making a few measure-
ments of known calibration standards
such as an Open, a Short, a Load, and
a Thru.

But this is an 8-term error model, and
the individual error terms don’t corre-
spond well to any physical error contribu-
tor. The 8-term model can be modified
into two 6-term models—one for each
measurement direction—where the
stimulus is emitted by Port 1 and received
on Port 2 or the other way around. The
error terms in this model relate to actual
physical phenomena.

Referring to Figure 2, for a forward
6-term model, we can normalize e}, to
1. In doing so, any signal that comes back
through ey; had to pass through e first,
so we change e(; to ejgep;. The same is
true for es;, so we changed it to e;ge3;.
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3. Shown is the 6-term reverse error model of the DUT.

Lastly, we eliminated node a3 in the
forward model because there’s no driven
signal on the right side to feed it. With a;
gone, €33 and e,; go with it and we have
Figure 2 with six error terms. Similarly,
the reverse model is shown in Figure 3.

Focusing on the forward model, we
can name these errors based on physical
causes. a, is the driven node and, ignoring
isolation term e3, for now, the input signal
from a0 immediately sees eqg, which sends
a signal right back to by,

This is the directivity error, the signal
that leaks from the incident signal into the
reflection port of the directional bridge.
The remaining forward traveling signal
then encounters S;; of the DUT, gener-
ating a reflection, which heads back to
the source.

That reflection encounters e;;, the
source-match error. The source-match
error is seen right at the end of the test
cable and is caused by any deviation from
50 Q) due to the cable, the connectors,
and to some extent, the raw source-match
error of the VNA itself. This source-match

reflection is pushed back up to the top
of the network diagram and reenters the
DUT along with the incident signal.

The remaining S reflection, that which
was not diverted by e;;, passes through
ejoeo1»> the reflection tracking error. The
reflection tracking error is essentially the
frequency response of the test cable, the
connectors (twice), and the internal hard-
ware of the VNA in the reflection path of
the measurement bridge. This error will
be a gentle low-pass response, as the test
cable will always be more lossy at higher
frequencies. These first three reflections
are shown in Figure 4.

That part of the incident signal not
reflected by the directivity error, or Sy;
of the DUT, enters the DUT and is affected
by S;;. This modified signal then sees e;,,
the load-match error, passes to the bottom
of the diagram, and heads back toward
a,. The load-match error is seen at the
end of the test cable and is caused by any
deviation from 50 Q due to the cable, the
connectors, and the raw load match of
the VNA itself.

19


http://MWRF.COM

12-Term VNA Calibration Model
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4. Here’s a depiction of the first three reflections: directivity error, source-match error, and

reflection tracking error.
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5. In this diagram, we see the reflections after the DUT: the load-match error, the transmission

tracking error, and the reflection tracking error.

Some of that reflected signal at a, is
reflected upward again by S,, and rejoins
the incident signal. The rest passes
through S;, of the DUT—some is reflected
once again by the source-match error ey,
and the rest passes through the reflection
tracking error ejgeg;, and into Port 1 of
the VNA.

Finally, the remaining incident signal
not reflected by the load match passes
through ejges,, the transmission tracking
error. This error is the frequency response
of the Port 2 test cable, the connectors,
and the internal hardware of the VNA
behind Port 2. It looks like a gentle low-
pass response, much like the reflection
tracking error.

These reflections are shown in Figure 5.
The reflections that occur in the reverse
model are identical in nature and needn’t
be shown again.

How are the 12 Error Terms Found?
The first step to the full 2-port cor-

rection is to perform a full 1-port cor-

rection on each side. This means find-
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ing ego, €11, and ejgey; on the left side
and e33) e;,) and ejse3;’ on the right,
where the primed error terms are for
the reverse direction.

First, we place a load with reflection
coefficient I' after a network defined by
its S-parameters as in Figure 6.

2g 1
O >
oo 211 r
O a
bg 10801

6. Shown here is a port bearing a load with
reflection coefficient 'L after a network is
defined by its S-parameters.

We know that the reflection coefficient
looking into this network, I';, is given by
Mason’s Rule:!

€10€0111

Tin = €go 1—e,I,
— ey

(8)

This is an equation with three
unknowns, as we don’t need to know e
and ey separately. We need only apply
three known I'y loads and measure three
T, values to find them. The three I'; values
may be Open, Short, and Load, or +1,
—1, and 0, if we had perfect calibration
standards. Note that if a perfect Load is
applied, the fraction will be zero and the
input reflection coefficient will be sim-
ply eqo, the directivity error. This is an
important result, because it highlights
the significance of this error in the total
1-port measurement error.

There’s a very convenient matrix opera-
tion to find ey, €19€q;, and e;;. Form two
matrices C and V:?

r.au 1 ':.u T:IL]:I rlni
C= |l 1 TFalye| and V= ;||1z
l‘.'EI i ra.’l I‘|r|3 'rilﬂ

where I';;, Ty, and T3 are the three
actual load values, which must be known.

These are usually the Open, Short, and
Load calibration standards. Ty, T,,,5, and
I',3 are the three measured input reflec-
tion coefficients with the three known
loads applied.

Note that the three applied loads might
also be three total reflections with dif-
ferent delays, whereby they’re widely
separated on the Smith Chart, such as
0°,120°, and 240°. Any three calibration
standards may be used if they remain far
apart on the Smith Chart over the fre-
quencies of calibration. Open, Short, and
Load are the simplest because the Open
and Short will maintain a 180° difference
on the circumference if they have equal
internal delays, and the 50-Q load is at
(or near) the center.

Next, we calculate matrix E:

E,
E;
Es

E=(tF+ o0l =

where H is the Hermitian transpose
operator, or the matrix transposed with
its entries conjugated.

From E, we can find the three
error terms:
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€gnp = Ey.ey = Ej and ejgeq = E; + E; # Eg

Note that (CH * C)~! * CH is a least-squares calculation. If
our measurements are a little noisy, we can improve our results
by making more known measurements and add more rows
to C and V. Matrix E will still have three values in the end,
and the results will be somewhat better in the face of slightly
noisy measurements.

The last three error terms can be found now that the error
terms on the left-hand side are known. e, and e; e, are found
mathematically and e3, the isolation, is found by a last measure-
ment with no connection between the two ports.

We'll find ejges; and ey, on the right-hand side of the forward
model. First, the test cables are terminated, and measuring S;;
gives isolation term ej directly. Then with the two ports—or
test cables—connected directly together:

e Si1m = €0
1 T g o
S11mey — Ae

where:
Ae = eq1€3 — €126
and:

€10€32 = (S21m — €30)(1 —€51€2;)

This process is repeated in the reverse direction to obtain the
six primed error terms of the reverse model. With all 12 error
terms, we can now convert measured S—parameters into actual
S-parameters of the DUT. The equations for this are given in
Reference 4.

The assumption that the two cables are connected directly
together greatly simplified these last two calculations. If using
a Thru with some loss and delay instead, it’s easier to revert
to the 8-term error model and use the “unknown Thru” or
SOLR calibration calculation.’ This method doesn’t require
precise knowledge of either the loss or the delay of the Thru
calibration standard.

Conclusion

We've seen here how the measurement system can be modeled
as a perfect VNA with error boxes on either side and how those
errors can be related to real-world phenomena. We provided
an example of the 1-port calibration calculation and then the
final calculations to achieve a 2-port calibration.

With these error terms characterized, do we now have a
perfect measurement? No, we will still have residual errors.
These residual errors may be traced back to several factors,
not the least of which are the uncertainties of the calibration
kit standards. This will be a topic for the next article in the
series. M
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DESIGN FEATURE

Maximize X-ray Imaging
Performance with Low-Noise
Precision Voltage References

By Jackson Wightman, Applications Engineer, Texas Instruments

Boosting the resolution
of X-ray images
ultimately leads to better
healthcare. Making it
happen typically requires
a redesign of the front
end, which means
careful selection of the
voltage reference.
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X-RAY IMAGING IS one of the most wide-
spread medical imaging technologies, and
as such, many efforts are underway to
improve X-ray imaging performance—
specifically, increasing the resolution of
the image produced.

One of the most effective ways to
improve the image resolution of an X-ray
is to reduce the noise present in the front
end. Careful design of the data-acquisition
portions of the front end can help achieve
this goal. Using a low-noise series voltage
reference in the data-acquisition circuit is
one design choice that can lead to lower
noise and thus a higher-resolution image.

[In this article, to differentiate between
a custom chip-on-film device and the
front end of the X-ray system, any use
of “analog front end (AFE)” will refer to
a chip-on-film device, and any mention
of “front end” will refer to the section of
the X-ray system that contains a chip-
on-film device, a voltage reference, and
other devices.]

General Overview of X-ray Imaging
Operation

In an X-ray system, an AFE receives
the generated signal from the X-ray
panel. An AFE is a specially designed
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integrated circuit where data acquisi-
tion in the front end takes place. X-ray
systems include multiple AFEs that are
specifically designed to be used in X-ray
systems, all of which use a common volt-
age reference. Figure 1 shows a simpli-
fied block diagram of an X-ray device
front end.

The AFE converts a charge coming from
the X-ray panel into a voltage by using a
charge-summing amplifier (CSA). This
voltage is then fed into a multiplexer that
provides an analog signal to an analog-
to-digital converter (ADC). The ADCs
present in the AFE use an external preci-
sion voltage reference to provide accurate
data conversion. A field-programmable
gate array (FPGA) or other processor then
processes the output.

Once the front end has a digital sig-
nal, digital subtraction radiography
helps improve the image quality. Digi-
tal subtraction radiography compares
a scan of the patient and a scan with-
out the patient to remove image flaws.
The two images are taken within a short
time frame.

1. Shown is a simplified block diagram
of an X-ray system front end. Images
courtesy Texas Instruments

In this short period of time, because
the X-ray system is in a temperature-
controlled environment, the change in
temperature is minimal. However, the
process of digital subtraction radiogra-
phy compensates for image discrepancies
caused by any small temperature change
in the front end.

Implementing a Low-Noise Circuit
The noise of a circuit may change dras-
tically in a very short amount of time.
Therefore, digital subtraction radiogra-
phy isn't effective in removing image flaws
caused by noise in the circuit. Noise is a
random event, and not something that
can be controlled. Any noise present in
the front end—including in the precision
voltage reference and the AFE—will prop-
agate through all channels and decrease

the final image resolution, leading to a
low-quality image.

In high-precision applications, an
internal voltage reference in an ADC,
digital-to-analog converter (DAC),
or AFE can’t meet the application’s
accuracy, noise, temperature drift, or
long-term drift specifications. Often,
an internal voltage reference isn’t even
available, or doesn’t meet the noise
specifications necessary to produce a
high-quality image.

An external precision voltage ref-
erence with ultra-low noise can help
improve image resolution and reduce
the number of X-rays taken, thus
reducing patient and medical profes-
sional exposure as well as healthcare
costs. Table 1 defines voltage-reference
parameters to consider.

Table 1: Important Voltage-Reference Parameters

Flicker noise

Noise present at low frequencies (0.1 Hz to 10 Hz)

Output voltage noise Noise present from 10 Hz to 1 kHz on the output signal

Temperature drift How the output of the voltage reference will change with temperature
over a certain range

Voltage
Referen

Xray Panel
(Sense
Elament)
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Maximize X-ray Imaging Performance

Depending on the number of bits or
effective number of bits (ENOB) of a DAC
or ADC, the parameters in Table 1 can
directly affect the gain error and signal-
to-noise ratio (SNR) of the circuit. In an
X-ray system, a higher gain error trans-
lates to decreased image quality. Also, the
flicker noise of a voltage reference affects
the SNR of the ADC.

Equations 1 and 2 show the noise and
SNRin an ADC:

Boosting the quality of X-ray images can only improve
the medical care that peaple receive. Given the
expansive use of this type of medical imaging, a
plethora of opportunities for technological advances
are possible in this space. Such advances will continue
to help improve healthcare around the world.

Total ADC Noise (RMS) = J(Inherent ADC Noise)? + (Voltage Reference Noise)? + (Buffer Noise)?

(1)

Vref

SNRaoc = 20 log (2\;‘2 = Total ADC Noise

I (@)
From Equation 1, you can see that
as the noise of the voltage reference
decreases, the total ADC noise drops
as well. Looking at Equation 2, you can
see that decreasing the voltage reference
noise leads to an increase in the SNR of
the ADC. A higher SNR would lead to
a higher ENOB, which is necessary for
higher system resolution. Therefore, it’s
important that the voltage reference noise
be much less than the noise of the ADC.

In addition, using a filter to decrease
the noise on the output of the voltage
reference would slow down the system.
For this reason, having low noise would
be valuable in applications such as X-ray
imaging because it would help avoid any
need for filtering.

In many cases, opting for an external
voltage reference such as the REF70 from

Texas Instruments can assist in improv-
ing the SNR of the ADC. A precision
voltage reference with low noise would
be an essential consideration. Table 2

Table 2: REF70 Series Voltage-Reference Parameters

Parameter REF70

' Flicker noise

0.23 ppmgp

_ Output voltage noise
- Temperature drift

0.35 ppmims
2 ppm/°C
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2. This graph compares the noise spectral density of the REF70 to that of competing devices.
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lists the parameters of the REF70 series
voltage reference.

Lowering the noise present in the ana-
log front end by choosing a low-noise pre-
cision voltage reference like the REF70
will also increase the SNR in the ADC,
which would enable improved image reso-
lution in X-ray systems. Figure 2 compares
the noise of the REF70 (from 1 Hz to 10
MHz) with competing devices.

Conclusion

Boosting the quality of X-ray images
can only improve the medical care that
people receive. Given the expansive use of
this type of medical imaging, a plethora of
opportunities for technological advances
are possible in this space. Such advances
will continue to help improve healthcare
around the world.

When designing an X-ray system, the
goal is to produce the best image possible.
There are many ways to achieve that, but
among the most important is choosing
the best voltage reference for the design
of the X-ray system’s front end. Choos-
ing a device such as the REF70 can help
improve the resolution of the image and
the overall image quality. H
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The Critical dfe f

Timing in 56 Networks

Gain insights into the impact of timing on the quality of service of 5G networks and
learn how that impact defines the requirements of a proper timing architecture.

By Jim Olsen, Senior Technical
Applications Engineer, Frequency
and Time Systems Business Unit,
Microchip Technology

THE CRITICAL ROLE of timing in 5G
networks and its impact on network
performance isn’t a subject that’s widely
covered or examined in detail. This article
will deliver insights into the role timing
plays regarding the quality of the services
being provided. The ways in which timing
affects these services define the require-
ments of a proper timing architecture.
Dive in to explore the fascinating concepts
and intricacies of 5G timing architectures
and technologies.
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The source of time used to generate
timing signals for 5G networking tech-
nologies is one that’s traceable to Uni-
versal Coordinated Time (UTC). Global
Navigation Satellite Systems (GNSS)
receivers are commonly used to obtain
the UTC-traceable reference needed to
satisfy the 5G timing requirements. Other
technologies can also be used to obtain
UTC traceable timing that aren’t men-
tioned in this article.

TDD Timing Requirements are
Critical to 56 Networks

As LTE evolved from frequency-divi-
sion-duplex (FDD) to time-division-
duplex (TDD) technologies in 5G radio-

access networks (RANs), new stringent
timing requirements have emerged. FDD
operation required only a frequency ref-
erence for frequency alignment of the
RAN equipment, but TDD technology
requires both a frequency reference and
UTC-traceable phase reference.

The additional requirement of TDD
technology is like the CDMA require-
ments in the RAN networks that were
deployed several years ago. The CDMA
base stations had integrated GNSS receiv-
ers to satisfy the timing requirements. One
major difference between CDMA and 5G
is that the CDMA base stations had high-
quality rubidium atomic-clock oscillators
for timing holdover functions if GNSS was
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compromised, whereas 5G base stations
and radio technology don’t have rubidium
atomic-clock holdover capability.

The 5G RAN technologies use low-cost,
low-performance oscillator technology
as a cost-saving measure. An important
topic of this article is how this holdover-
related vulnerability will be addressed in
the overall timing solutions.

Single Frequency Bands for TDD

Both frequency- and phase-alignment
requirements define how timing impacts
5G network performance. The internal
clocks in the radios can hold the 50-ppb
frequency requirement for several days,
so losing the timing reference to the radio
isn’t something that needs backup or to
be addressed quickly. If the radio’s clock
frequency drifts outside the 50-ppb accu-
racy window, the network will drop more
calls when a radio hands off to an adjacent
radio in mobility applications.

Phase alignment is a much more critical
parameter. There are two different types
of requirements: absolute phase align-
ment of a radio to UTC and relative phase
alignment from radio to radio. First, let’s
examine the role that timing plays in the
category where the requirements for radio
units (RUs) are +1.5 ps to absolute UTC.

The 5G RAN technology is based
on TDD that adds the absolute phase-
alignment requirement to UTC in addi-
tion to the frequency requirements. In
TDD operation, a single frequency band
is shared for uplink and downlink trans-
mission. Figure 1 shows the difference
between FDD and TDD where the uplink
and downlink for TDD share the same
frequency band.

Frequency FDD
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« |

DL UE Gets nterference From Adjacent RU
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2. Shown here are some interference scenarios for TDD applications. The abbreviations denote
radio unit (RU), downlink (DL), and user equipment (UE).

This means that transmission must be
executed in assigned time slots. If the
time slots overlap, the data transmitted
in the time slots will be compromised,
and, to some extent, related to interfer-
ence. To prevent overlap, guard bands
are placed around the time slots. These
guard bands will at least partially absorb
the offset in the event of timing errors.
In 5G TDD networks, there’s a desire to
reduce the size of the guard bands or
eliminate them.

Timing Impairments Create
Interference Issues

If the timing of the absolute require-
ment to UTC (£1.5 ps) is outside the spec-
ifications at the radio locations, this will
result in interference between radios that
share the same frequency spectrum. Tim-
ing errors result in degradation of service;
for unregulated frequency bands, these
can result in additional issues.

Frequency TDD

* LHILIHTITT,

v

Time

Time

1. This graphic shows the difference between FDD and TDD, where the uplink and downlink for
TDD share the same frequency band. Images courtesy Microchip Technology
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If multiple operators share the same
spectrum, an operator with a timing issue
can impact the service of a neighboring
service provider operating with overlap-
ping coverage. Figure 2 depicts interfer-
ence scenarios for TDD applications.

The timing-related interference issues
in TDD technologies elevate the role of
timing in 5G networks to a critical status.
It’s clear from the perspective of ITU and
Open Radio Access Networks (O-RANs)
standards that the possibility of timing-
related interference makes preferable a
network-based, Precision Time Protocol
(PTP) timing architecture.

The 5G radios don't have high-qual-
ity, high-performance oscillators that
can hold time or phase for an extended
period. When there’s loss of GNSS recep-
tion in a radio with an integrated GNSS
receiver, that radio must be taken out of
service quickly before it begins interfer-
ing with adjacent radios due to the lack
of holdover quality.

Using network-based timing services,
whereby the radios are connected to one
source clock offering quality holdover,
is a suitable mechanism to keep the
radios in phase alignment if the GNSS
timing receiver function in the source
clock is compromised. If the GNSS is
compromised in the source clock, all
of the radios connected to the same
source clock will drift in the same
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Timing in 5G Networks

direction at the same rate, thus avoid-
ing interference issues.

Common Clocks Support Relative
Phase Requirements

The 5G carrier-aggregation feature
introduces a relative phase-alignment
requirement (as opposed to a UTC-trace-
able absolute phase-alignment require-
ment) between radios that operate at
FR1 (Frequency 1: 4.1 to 7.125 GHz or
sub-6-GHz) or FR2 (Frequency 2: 24.5 to
52.6 GHz or mmWave). Figure 3 depicts
frequency-band coverage models for these
spectrum segments.

The relative phase-alignment require-
ments for carrier aggregation are associ-
ated with the use of multiple component
carriers that must be aggregated into the
same frequency or multiple frequency
bands. In the carrier-aggregation feature,
it's possible for a user handset to connect
to the same or multiple radios simultane-
ously using multiple component carriers.

The relative phase requirements for
the use cases are typically met by the
timing concept referred to as a common
clock. For 5G radio clusters, the near-
est common clock is a boundary clock
(BC) function that’s located in the closest
switch common to the adjacent radios in
the cluster. Figure 4 depicts use cases for
common clocks.

The carrier-aggregation feature will
not operate properly if the radios aren’t
phase-aligned within the specifications for
the frequency band in which they oper-
ate. The common clock must be located
where the relative time error that’s accu-
mulated between the common clock and
radio doesn’t exceed the time-error budget
for the application.

A GNSS timing receiver used as a
source clock, per the ITU standards,
must operate within the Primary Refer-
ence Time Clock (PRTC) requirements,
which are <100 ns of time error relative
to UTC. It’s the best technical approach
to use network-based PTP timing services
that support the concept of the nearest
common clock that could be either a
PRTC or BC function.
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Conclusion

The timing designs and architectures
for 5G networks are important planning
and engineering considerations when
building out the footprints. Both absolute
and relative timing requirements must be
accounted for when deploying TDD wire

less technology. Poor timing quality or
not planning for timing failure scenarios
can have service-affecting consequences
such as issues related to interference and
throughput. B

High-Band
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3. This diagram depicts 5G coverage models for low-, mid-, and high-band segments of

the spectrum.
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4. Shown are some use cases for common clocks in meeting relative phase timing alignment.
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COVER STORY

Critical to
Safeguarding
loT/llol

Connections

Learn how the latest loT and lloT devices ensure secure connectivity
against cyber threats, whether wired or wireless. Explore cybersecurity
measures in this comprehensive guide.

By Jack Browne, Technical Editor
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SECURE CONNECTIONS ARE ESSENTIAL for many inter-
net-based devices. As the number of devices connected
to the internet escalates, opportunities to steal data or
information also increase, heightening the need for inter-
net cybersecurity protection. Networked information can
be captured from any internet interconnection, including
Internet of Things (IoT) and industrial IoT (ITIoT) devices.

If not properly protected, those devices can become
unintended access points. They can allow data to be sub-
tracted and malware to be added to a network. It’s possible
to make safer [oT/IToT devices by adding circuitry and
software to the devices, although more-effective [oT/IIoT
protection is usually achieved by incorporating cyberse-
curity circuitry and software at the network level.

Understand Cybersecurity Risks with loT/lloT
Devices

As the number of global IoT/IIoT devices grows steadily,
and in turn adds network access points with each connec-
tion, services, software, and solutions to boost cybersecu-
rity for those devices and their networks become vital for

practical internet use. Furthermore, the number of people

and things seeking to take advantage of any internet-based
network access points also ramps up.

The total amount of IoT and IIoT devices already
exceeds the number of people in the world, with IoT activ-
ity expected to expand significantly in the coming years.
Increasing IoT use signifies how fully these devices have
been embraced across major industries.

IoT devices are things that can provide information
about themselves or their surroundings via the internet.
They use sensors, control circuits, and communications
devices to interact with the internet and enable visitors
to the internet to remotely use them.

Such devices ultimately become part of the internet,
allowing instant access to information like rainfall in a for-
est, the presence of an intruder within a home or facility, or
temperatures throughout a warehouse or production line.
IoT and IToT devices serve a variety of markets, includ-
ing automotive, building security, government, healthcare,
information technology (IT), manufacturing, retail, trans-
portation, and utility areas.
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TABLE 1: SALIENT CHARACTERISTICS OF IoT AND lloT DEVICES

loT devices

lloT devices

Operating
Environment

Typically located in homes or small offices

Typically located in factories and manufacturing facilities

Data Analysis

Communicate data to cloud-based computers

Interact with a local server for data analysis

Security

Less secure due to cloud-based data
transmission

Typically more secure due to local server inferaction

Computing Power

Limited due to cost constraints

May have more computing power due fo industrial usage

Data Sensitivity Often involves less sensitive data Often involves more sensitive data due fo industrial processes
Connection May use Wi-Fi or other wireless connectivity Often connected through wired nefworks
Method
Functionality Designed for remote monitoring and control Focuses on process control and automation

Application Areas

Commonly used in consumer electronics,
home automation, efc.

Predominantly used in manufacturing, utilities, and industrial

sectors

Security
Concerns

Vulnerable to cyberattacks due to limited
security features

Potential targets for cyberattacks due fo critical
infrastructure involvement

How loT and lloT Devices Differ

IoT and IIoT devices constrast from
one another because of their typically
different operating environments (see
Table I for salient characteristics of both
categories). Often located in homes or
small offices, IoT devices usually com-
municate data to cloud-based computers
for analysis.

IIoT devices, typically located in fac-
tories and manufacturing facilities, are
more likely to interact with a local server
for data analysis, although that server will
be connected to the internet. Because of
their greater isolation, they tend to be
more secure than IoT devices, although
they too can benefit from cybersecurity
solutions. And because of the nature of
their data, such as supply-chain statistics,
better security is needed for the increased
capital nature of their data.

Connected IoT devices offer many
benefits, including remote monitoring
and control of their associated equip-
ment. Because multiple IoT devices may
be used in some applications, they’re
often designed to be cost-competitive.
But to keep costs low, they may be lim-
ited in computing power, meaning the
lack of resources for some functions,
such as data encryption, needed for
essential cybersecurity.
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Without integrated protection, IoT and
IoT devices are vulnerable to those seek-
ing external access to a network, such as
hackers. Hackers may desire access to a
network to steal its data or introduce dam-
aging malware into that network. An IoT
device may not contain harmful data, but
it can serve as an access point for cyber-
criminals. Thus, cybersecurity supporting
these devices on any network is essential
for the protection of that network and all
networks it interconnects via the internet.

Assessing Safety Measures to
Enhance loT/lloT Cybersecurity

Multiple safety measures are practiced
for enhanced IoT/IIoT cybersecurity.
Identification of all IoT devices autho-
rized for a business or home network
is usually a first step, followed by some
form of authentication of those devices
within the application software, such as
by password. Carefully planning the addi-
tion of any IoT/IIoT devices to a network,
rather than using automatically connected
IoT/IIoT devices, such as plug-and-play
components, helps maintain cybersecurity
when adding IoT/IIoT devices.

Security of the [oT control software can
be maintained by software patches, espe-
cially after the software is found to have
flaws that can be compromised. Encrypt-

ing data handled by IoT/IIoT devices
helps strengthen network security, too.

Authentication is critical when main-
taining cybersecurity for any IoT/IIoT
devices added to a network. Rather than
a simple one-step process, greater cryp-
tosecurity is possible via a two-factor
authentication or identification process.

Any IoT device can serve as an entry
point to a network if not guarded by suit-
able cybersecurity, and some IoT devices,
e.g., routers and webcams, are difficult to
secure. Smaller IoT devices, such as smart-
watches, can also be security risks, mak-
ing it possible to track a wearer’s location.
Cybercriminals will tirelessly probe any
internet interconnection endpoints, such
as IoT and IToT devices, for an opening.

For those in need of an introduction to
issues caused by widespread use of IoT,
the [oT For All site offers a wide range of
educational articles.

Key Players and Strategies in loT and
lloT Cybersecurity

Along with identifying and authen-
ticating as many IoT/IIoT devices on a
network as possible, reasonable network
cybersecurity can be achieved with edge-
or cloud-based systems and software (see
Table 2 for a summary of cybersecurity
vendors). For example, Alarm.com works
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TABLE 2: COMPANIES CONTRIBUTING TO
ENHANCED |oT/lloT CYBERSECURITY

Company URL Product types
Alarm.com www.alarm.com Smart homes, offices

Alibaba.com www.alibaba.com SKYLAB software

Alleantia www.alleantia.com loT device drivers

Amazon Web Services

https://aws.amazon.com

End-fo-end network security

Amper Technologies www.amper.xyz Amper FactoryOS
Armis Security WWw.armis.com loT network protection
HPE Aruba Networking www.arubanetworks.com ClearPass Wi-Fi security
AT&T Business www.business.att.com Network security
Augury WWw.augury.com Machine monitoring
AutomationDirect www.aufomationdirect.com MQTT gateways
Axonius WWW.aXonius.com Asset management software
Bosch https://bosch-iot-suite.com loT Suite
Broadcom www.broadcom.com Industrial networking
CcDwW www.cdw.com Encryption
Cisco WWW.CiSco.com loT threat defense
CradlePoint hitps://cradlepoint.com/ NCX services
CrowdStrike www crowdstrike.com Network security software
Dell Technologies www.dell.com Network security software
Enmify www.emnify.com Wireless SIM cards
Entrust www.entrust.com Encryption
Ericsson www.ericsson.com Al-based network security
Fortinet www.fortinet.com Al-powered cybersecurity
FreePoint Technologies www.shiftworxmes.com ShiftWorx software
GE Digital www.ge.com/digital MES software
Google Cloud hitps://cloud.google.com loT protection
Honeywell www honeywell.com Industrial loT sensors
IBM www.ibm.com Risk-based cybersecurity
Infineon Technologies www.infineon.com loT for “green” buildings
Intel www.intel.com loT platforms
Intertrust www.infertrust.com PKI for loT
Karamba Security www.karambasecurity.com ADAS vehicle security
Leverege www.leverege.com loT network security
Lumen www lumen.com Endpoint threat detection
Micron Technology WWWw.micron.com Memory support for Infel loT
Microsoft https://azure.microsoft.com Azure loT software suite
NXP Semiconductors WWW.NXp.com loT security tools
Palo Alto Networks https://www.paloaltonetworks. loT security
com/
Portainer www.portainer.io lloT confainer devices
gbee.com www.gbee.com loT protection suite
Relayr www.relayr.io loT predictive maintenance

Rockwell Automation

www.rockwellautomation.com

Industrial automation

Samsung Electronics

www.samsung.com

Al-based software

Schneider Electric www.se.com Software, services
Siemens www.siemens.com Risk-based cybersecurity
Texas Instruments www.ti.com/iof loT protection devices
Telefonica www.telefonica.com Secure communications
Thales www.thalesgroup.com loT cybersecure solutions
Trend Micro www.frendmicro.com VPN for homes/home offices
Trihedral www.viscada.com SCADA software suite
Verizon www.verizon.com Network protection
Webroot www.webroot.com MSP program
Wi-Next www.wi-next.com end-to-end loT protection
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closely with a customer and its connected
IoT and IIoT devices to develop the opti-
mum security solution.

Alarm.com’s sensor-enabled IoT/IIoT
solutions provide intrusion detection, vid-
eo perimeter protection, and automated
lock control. They also enable energy
monitoring so that power and thermostat
schedules can be controlled cost-effective-
ly according to a facility’s requirements.

An organization synonymous with
telecommunications, AT&T, and its Busi-
ness Center provides security for highly
IoT-populated networks. Its product
lines used licensed frequency spectrum
to avoid interference from too many IoT/
IIoT devices within a small area, in con-
trast to wireless connectivity methods
such as Wi-Fi. As an example, the LTE-
M/NB-IoT product line supports low-
power, wide-area (LPWA) networks and
provides effective cybersecurity for IoT/
IToT devices integrated into utility meters,
smart homes, and wearable devices.

AT&T’s rsecurity business uni
aids the AT&T Business Center with its
array of cybersecurity consulting services
and network security solutions. The firm
recently announced its intention to cre-
ate a standalone cybersecurity services
business, with funding help from WillJam
Ventures, an investor from the cyberse-
curity industry. The new business will
provide security software and consult-
ing services while AT&T will retain an
ownership stake in the new operation.

The action enables AT&T to boost
enhanced network-based security capa-
bilities without disrupting its existing
Managed Security Services. Products
from the new entity will improve net-
work-embedded security for small- and
medium-sized businesses.

Siemens employs a risk-based, “zero-
trust” approach to IoT cybersecurity (Fig.
1).Its tools analyze the types of data to be
processed and model responses to develop
cyber controls that will protect the data.

In partnership with Siemens, Anguil
has developed an IIoT-based solution
for environmental pollution control.
Siemens employs a risk-based approach
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1. Device makers such as Siemens are rapidly deploying loT/IlloT cybersecurity solutions to pro-
tect homes and businesses from cybercriminals. Siemens

to IoT cybersecurity tools, analyzing data
and modeling responses to best protect
the data. Anguil teams Siemens’ Insights
Hub program with their own IToT soft-
ware. The resulting IToT platform saves
data from connected IIoT devices via an
Ethernet IP connection to an on-site edge
computing device. Raw data is transferred
from an edge device to an Insights Hub
cloud platform, where it can be analyzed
and used to create formatted results.
The formatted data includes graphical
presentations of trends useful to engineers
for equipment maintenance and making
improvements in performance. Anguil is
working with pilot customers to enhance
and refine the IToT platform according to
feedback from those customers.

loT/lloT Cyhersecurity Heads to the
Clouds

Another partnership, software devel-
oper Leverege and Google Cloud, has
resulted in a multilayer IoT software stack
from Leverege. Building upon its own Big-
Query software, which analyzes IoT data
for problems, the company developed its
Leverege IoT Stack.

The three-layer software stack consists
of Leverege Connect for device man-
agement, Leverege Architect for data
management, and Leverege Build for
creating optimized applications from

GO TO MWRF.COM

2. Running on Google Cloud, the Leverege loT
Stack is a three-layer software solution for
loT/IloT cybersecurity. Leverege

the analyzed data (Fig. 2). The Leverege
IoT Stack, which runs natively on Google
Cloud, uses artificial-intelligence (AI) and
machine-learning (ML) technologies to
gain the greatest benefits from data col-
lected from millions of IoT/IIoT devices.

The Proficy Smart Factory software
suite from GE Vernova protects IIoT
devices in industrial and manufactur-
ing facilities. Featuring Manufacturing
Execution System (MES) software for
smart factories, the software suite pro-
vides in-process quality management via
IIoT control using cloud-based and on-
premises software access.

A firm long associated with the Inter-
net, Microsoft provides IoT/IIoT software
tools through its Azure cloud platform of
products and services. By taking advan-
tage of widely distributed data and tools
available on cloud-connected computers,
Azure can help customers develop appli-
cations using IoT/IIoT data more quickly
(Fig. 3). Using cloud-based resources
helps overcome challenges often associ-
ated with applications designed from IoT/
IIoT data, such as fragmented data and
lack of standardization. Azure applies Al
and ML technologies for high-resolution
analysis of captured data and identifica-
tion of usable trends in the data.

Lumen offers security services to battle
problems left by cybercriminals, such as
malware and distributed denial of service
(DDoS) attacks. A DDoS attack attempts
to disrupt the traffic of an organization’s
server or network by creating a flood of
internet traffic, usually from multiple
previously compromised computer sys-
tems. A DDoS attack is noticeable when
a site becomes slow or unavailable. But
Lumen’s Al-based tools and services have
been effective at mitigating cyberattacks,
many against government users.

For a host of organizations and their
networks, adding a large amount of
IoT and IIoT devices has resulted in a
splintered security perimeter. Symptoms
include inconsistent communications and
slow response times across the network.
For a network with a large population
of IoT/IIoT devices, a perimeter-based
security model may not apply. For that
reason, Fortinet developed an Al-powered
end-to-end network security approach
using what it calls zero-trust network
access (ZTNA) to ensure high security
at all access points.

As a self-contained solution for IoT/
IIoT connectivity, emnify.com provides
full, redundant worldwide coverage for
IoT devices using what it calls its IoT
SuperNetwork. The network combines
cellular and satellite-communications
(satcom) technologies to reliably inter-
connect IoT and IToT devices. The firm’s
low-power Global IoT SIM cards enable
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3. The Azure cloud-based platform of products and services works with loT/lloT data to
develop optimum cyber-protection solutions. Microsoft

4. A system-level approach developed by Texas Instruments provides loT/lloT cyber protection
for smart offices, factories, and cities. Texas Instruments

over-the-air (OTA) updates to adapt IoT
devices to available communications
methods, including 5G. The firm provides
secure [oT/IToT access via more than 540
global cellular networks in more than 180
countries in addition to satellite coverage.

For network protection from advanced
threats, the CrowdStrike Falcon software
from CrowdStrike is an Al-based cloud-
native platform that analyzes IoT data
for problems. The extended detection
and response (XDR) tool incorporates an
extensive high-threat library and modu-
lar program design with built-in automa-
tion to quickly adapt and respond to new
threats. Based on the company’s Threat
Graph security analytics software engine,
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it automatically detects and prevents inter-
net threats in real-time.

Texas Instruments provides a system-
level approach to IoT/IIoT cyber protec-
tion. It offers IoT building blocks for all
major applications, including intercon-
nections for wired and wireless devices
in smart offices and cities (Fig. 4). Com-
ponents include MCU, Zigbee, and power
control devices (including devices for
harvesting power and extending battery
life), as well as hardware and software
to establish gateway reference designs
for enhanced protection of servers and
network-interconnected devices.

When setting out to enable users to
manage fleets of IoT/IIoT devices securely

and as simply as possible, gbee.io con-
sidered available software development
tools and decided that Go was the opti-
mum programming language to create a
dependable, efficient, and secure IoT/IIoT
control platform. A complete suite of IoT
protection tools from Bosch Global Soft-
ware Technologies GmbH is contained in

the firm’s IoT Suite.

For educational purposes, it offers users
faced with IoT/IIoT cybersecurity issues
several excellent white papers including
“White paper: 12 tips for successful IoT
data management” and “A guide to suc-
cessful IoT device management” free of
charge from their website.

Trend Micro assists operators of smaller
networks with software protection for IoT
devices. While the company’s Trend Micro
Security Suite serves users of larger net-
works, its VPN Proxy One Pro established
virtual private networks (VPNs) within
homes and home offices for enhanced
cybersecurity. It works with any device,
such as computers, tablets, and smart-
phones, as well as with all operating sys-
tems including MS Windows and macOS.

Navigating Regulations for loT/lloT
Security

The importance of IoT/IIoT cyberse-
curity is apparent from attention given
to it by government organizations. The
U.S. Food and Drug Administration main-
tains a page on cybersecurity and how it
relates to various IoT devices, in particu-
lar medical equipment. The organization
provides recommendations on medical-
device cybersecurity in its “Cybersecu-
rity in Medical Devices: Quality System
Considerations and Content of Premarket
Submissions” guidance.

In addition, the National Institute of
Science and Technology (NIST) provides
multiple publications with guidance on
IoT security, including government agen-
cies and businesses. NIST’s studies, which
consider different device types and net-
work architectures, emphasize that IoT/
IIoT devices are now a permanent part of
life and achieving security for them is an
essential part of sustaining life. l
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Surface-Mount Filter Screens

25 to 27 GHz

Mini-Circuits’" model WSBP-26G+ is a
substrate-integrated-waveguide (SIW)
bandpass filter with passhand of 25 to 27
(GHz. Passhand insertion loss is typically 2.3
dB while passhand return loss is typically
12.0 dB. Stopband rejectionis typically 41dB
or better from DC to 23 GHz and typically 35
dB from 31to 32 GHz. Suitable for 56 n258
band applications, the 50-() surface-mount
filter measures 1.20 x 0.210 x 0.015in. (30.54
x 5,33 x 0.38 mm) and weighs 0.35 g.
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EMI Filters Meet Demands of

Advanced Space Applications
Available in feed-thru, Pi, and L circuits
in panel- and surface-mount packages,
Spectrum Control's Space-Grade EMI filters
meet the tough demands of existing and
emerging space technologies. The hi-rel
EMI filters are provided with either feed-
thru circuits or Pi circuits (with ferrite
beads] to occupy less space on the PCB.
The reliable space-grade hermetic- and
resin-sealed panel-mount EMI filters
support MIL-PRF-28861and MIL-PRF-15733
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space-level applications.
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One-Part Epoxy Changes from Red to Clear Under UV Light

Master Bond's UV15RCL is a low-viscosity UV curing system with a special color-changing feature.
The cationic-type red material changes to clear once exposed to UV light, showing that the
UV light passed through the adhesive material. The change in color from red to clear confirms
that the UV light has reached the polymer, but doesn't necessarily indicate a full cure. The
immediate visual feedback provides processing and handling advantages over conventional
systems, with a curing time from 30 to 60 seconds and a lamp emitting a wavelength of
between 320 to 365 nm.

MASTER BOND
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) - ﬂwdﬂ"' ‘
Signal Generator Spans 0.1to 44.0 GHz s
Mini-Circuits’ model SSG-44G-RC is a versatile signal ~ * e
generator that provides CW and pulsed outputs (as narrow =
as 0.5 ps) from 100 MHz to 44 GHz. It offers signal levels . s “‘

from -40 to +17 dBm at a 2.92-mm female output connector 3 e
and can operate in swept-frequency and frequency-hopped

modes. Typical harmonic levels are -30 dBc, with typical spurious

content of -40 dBc. The compact signal generator, which can be controlled via USB or
Ethernet bus, includes full software support.
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High-Power RF Fixed Attenuators
Tout Precision, Power, and

Versatility

Fairview Microwave's RF fixed attenuators with

2.4-mm connectors boast power ratings of up to

5 W (CW) and frequencies up to 50 GHz. The RF

fixed attenuators meet the developing needs of

RF applications, providing precise control over RF

signals while ensuring stability and reliability. Features

include a design that ensures secure and dependable RF

connections with customized attenuation levels fromoptions of 1,2, 3, 6,10, 20, or 30 dB. Able

to withstand the rigors of high-intensity RF applications, the attenuators deliver consistent

performance under challenging conditions and excel in high-frequency environments up

to 50 GHz, ensuring reliable performance in demanding RF setups.

FAIRVIEW MIGROWAVE

https://tinyurl.com/2c698m7y
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