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of lloT Development?

ALIX PAULTRE, Editor-at-Large,
Microwaves & RF

INDUSTRIAL SYSTEMS have greatly
benefited from the introduction of smart wireless connectivity. The
industrial Internet of Things (IIoT) has enabled significant increases
in productivity, reliability, integration, and profitability. But the IIoT is
more than just a collection of technologies wrapped up in buzzwords —
it’s a real application space with serious development and deployment
considerations.

The facets that need to be considered in an IIoT system are many, and
each must be considered and balanced against the other facets, as some may
be contradictory. For example, while wireless connectivity technologies
are now mostly mature, powering large numbers of distributed RF
devices remains a key challenge. Power management is also thermal
management, so the aspect of environmental management is another
major consideration.

Every aspect of an intelligent system is important. Take, for instance, the
need for reliable operation and communication for industrial equipment,
which requires stable timing to ensure low latency and jitter. Among other
aspects are factors regarding future developments, like security. Although
quantum computers aren’t yet a real problem, for example, that doesn't
mean the IoT sector can afford to wait and see.

For industrial environments, the decision between wired and wireless
technology is a strategic engineering shift driven by physical deployment
constraints. IIoT deployments often place antennas in challenging
RF environments, demanding proper design in antennas, integration,
and validation to ensure reliable connectivity in real-world industrial
applications.

This Special Report presents a collection of articles examining these and
other elements of industrial IoT deployments.
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CHAPTER 1

How to Reduce Battery Dependence
in Industrial loT Devices

While wireless connectivity technologies are now mature and widely deployed,
powering large numbers of distributed RF devices remains a key challenge.

CHRISTOPHE MEDINA, Embedded Systems Engineer, Dracula Technologies

ndustrial IoT (IIoT) deployments

continue to expand across applica-

tions such as smart buildings, asset
tracking, and infrastructure monitor-
ing. While wireless connectivity tech-
nologies are now mature and widely
deployed, powering large numbers of
distributed RF devices remains a key
challenge.

In many deployments, devices rely
on batteries designed to support oper-
ation over several years. However, as
the scale of deployments increases,

battery replacement introduces sig-
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nificant operational constraints.
Maintenance costs, accessibility of
devices, and system downtime become
limiting factors, particularly in indus-
trial environments where devices may
be widely distributed or difficult to
access.

Battery replacement also represents
a significant portion of the total cost
of ownership in large-scale deploy-
ments. For example, in a deployment
of 25,000 sensors, maintenance costs
associated with battery replacement

could reach several million euros over

the system’s lifetime. As a result, power
is increasingly treated as a system-lev-
el design parameter rather than a sec-

ondary consideration.

Limits of Battery-Based
Architectures

Battery-powered designs offer sim-
plicity and predictable performance.
But they require systems to be sized
around total energy capacity, often
leading to oversized storage relative to
actual device needs.

At scale, this model creates recurring
maintenance cycles. Even with multi-
year battery life, large deployments
can require continuous replacement
operations. This impacts operational
costs and introduces potential points
of failure.

In addition, batteries often represent
a significant portion of device size,
limiting form-factor flexibility and
increasing material usage. In many
low-power IoT devices, the battery is
one of the largest components in the

system.
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Power Consumption in Low-
Power RF Devices

Low-power RF devices, such as
those using Bluetooth Low Energy
(BLE) or similar wireless protocols,
typically operate by remaining in sleep
mode most of the time and waking
periodically to transmit data (Fig. 1).

This results in very low average
power consumption, with short bursts
of higher energy use during RF trans-
mission. Because energy usage is
intermittent rather than continuous,
these devices can operate with rela-
tively small amounts of energy, pro-
vided it’s available when needed.

This operating model is consistent
with many ultra-low-power systems,
which remain in sleep mode most of
the time. It consumes microampere to
nanoampere quiescent currents and

periodically wakes to sense and trans-

mit data at milliampere levels for very

short periods (ms).

From Energy Storage to
Energy Availability

Traditional battery-based systems
are designed around stored energy
capacity. The goal is to ensure that
enough energy is available to support
operation over a defined lifetime.

Energy harvesting introduces a dif-
ferent approach. Instead of relying
solely on stored energy, systems can
be designed around continuous ener-
gy availability. In this model, ener-
gy is generated in the environment
and accumulated over time, then used
during periods of device activity.

Rather than sizing systems based on
total lifetime energy capacity, design-
ers can evaluate how much energy

is required for reliable operation

and how quickly that energy could
be replenished. This shift allows for
significantly reduced storage require-
ments, as energy is continuously
replenished rather than consumed

from a fixed reserve.

Ambient Light as a Practical
Energy Source

Many IIoT devices operate indoors,
where ambient light is consistently
available, although at lower levels than
outdoor sunlight. Typical indoor light-
ing conditions range from approx-
imately 400 to 1,000 lux. By com-
parison, outdoor daylight can reach
10,000 to 100,000 lux, making indoor
environments significantly more chal-
lenging for traditional photovoltaic
technologies.

Under those conditions, conven-

tional photovoltaic technologies

Example of timing diagram - BLE

Advertising
10ms, ~10mA

Deep sleep.
100nA

i i
Few seconds Few minutes / hours

Advertising

Transmit interval

and enter deep sleep mode

Power-gating cycle to minimize consumption

1. Low-power RF devices typically operate by remaining in sleep mode most of the time and waking periodically to transmit data.
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Current - Voltage
N
e ' Power - Voltage

2. 1oT device performance depends on the

available illumination level.

lHluminance [lux] Vm [V] Im [pA] Pm [pW]
1000 3,05 336 1025
700 3 2n 693
500 2,95 162 478
400 2,95 1289 381
300 2.9 96 278
200 2,8 64 179
100 2,65 n 82
50 2,45 15 37
Illuminance [lux] Vm [V] Im [pA] Pm [pW]
1000 3,05 336 1025
500 2,95 162 478
200 2,8 64 179
50 2,45 15 37
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aren’t always optimized. Technologies
designed specifically for low-light
environments are better suited to
efficiently convert available light into
usable electrical energy.

Organic photovoltaic (OPV) tech-
nology is designed to harvest energy
from ambient light, particularly in
indoor environments. It converts low
levels of light into electrical energy
that’s able to power low-power elec-
tronic systems. OPV modules gener-
ate energy continuously when exposed
to light and can be designed to match
specific voltage and current require-
ments. The voltage delivered depends
on the number of cells connected
together, with individual cells typically
providing around 0.6 to 0.7 V.

Performance depends on the available
illumination level. For example, under
an illuminance of 200 lux, an OPV
module (six cells) with an active area
of 47 x 57 mm can generate approxi-
mately 2.8 V and 64 pA, corresponding
to an output power of about 179 pW.
Higher output power can be achieved
at increased illumination levels.

The performance values shown in
Figure 2 depend on the active surface
area of the OPV module. OPV modules
can operate in very low-light condi-
tions, generating energy at illumination
levels as low as 50 lux and even down to
5 lux. Because energy is generated con-
tinuously, it can be accumulated in a
small storage element and used to sup-
port periodic device activity, including

RF communication.

Combining OPV with RF
Systems
The combination of OPV energy
harvesting with low-power RF com-
munication enables a new class of
wireless devices designed for reduced
maintenance and extended operation-
al lifetimes.
In this approach:
« OPV provides a continuous source
of energy from ambient light.
« Energy is stored locally in a com-
pact storage element.
o The RF device operates intermit-
tently, using stored energy to trans-

mit data.

This alignment between energy gen-
eration and RF consumption leads
to systems that can operate auton-
omously over long periods without
frequent battery replacement. In addi-
tion, this approach will support the
development of hybrid wireless tags
and sensors. These devices combine
RF communication capabilities with
energy harvesting, enabling enhanced
functionality compared to passive sys-
tems while reducing dependence on
batteries.

Dracula Technologies is currently

working with partners on such hybrid
tag architectures, exploring how ener-
gy harvesting can extend device capa-
bilities and operational lifetime in
real-world applications. Recent indus-
try developments are also exploring
hybrid approaches that combine mul-

tiple energy-harvesting and wireless

power technologies to improve system

reliability and deployment flexibility.

For example, Powercast recent-
ly introduced its EDGE platform for

scalable wireless power infrastructure
targeting Al-driven edge systems.
As part of this ecosystem approach,
Powercast is collaborating with
Dracula Technologies on battery-free
BLE sensor nodes combining RF
wireless power with Dracula’s LAYER
organic photovoltaic technology.

In this architecture, OPV provides
complementary energy harvesting
from ambient indoor light in environ-
ments where RF energy availability
may vary, helping support the contin-
uous operation of low-power wireless
devices.

These hybrid approaches illustrate
how combining localized ambient
energy harvesting with wireless power
delivery can help reduce battery
dependence while improving opera-
tional continuity in large-scale IloT

deployments.

System Integration
Considerations
Integrating energy harvesting into
RF systems requires coordination
between several elements:
« Energy generation (OPV)
« Energy storage (capacitor, thin bat-
tery, or integrated storage layer)
« Energy management (voltage regu-
lation and control)
« RF device consumption

In some cases, energy storage could
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Architecture 1

nergy
Source /

soc
/ PMIC .
OPY - Rad'°COM'

Architecture examples

Architecture 2

Energy Source

Storage
9 Sensors
element
Optional

3. The performance of the overall system depends on how well these elements are matched to each other and to {hé

operating environment.

be integrated directly with the ener-
gy-harvesting module. For example,
an integrated storage layer can provide
sufficient capacity to support device
operation without requiring a separate
battery or capacitor.
Energy-management  circuitry
may be required depending on the
application. Some low-power sys-
tems can operate without a dedicated
power-management IC, while others
require regulation and optimization to
ensure stable operation under varying
light conditions. The performance of
the overall system depends on how
well these elements are matched to
each other and to the operating envi-

ronment (Fig. 3).

Architecture 1: With the PMIC, the

OPV continuously harvests energy

from ambient light. The harvested

power is processed by an energy-har-
vesting PMIC that:

o Performs impedance matching or
MPPT (maximum power point
tracking).

« Boosts low OPV voltage during cold

start.

« Manages charging of the storage
element.
« Regulates the supply voltage for the

RF SoC.

The storage element acts as an ener-
gy buffer, allowing the BLE system
to operate during low-light periods
or transmission peaks. Typical stor-
age technologies include rechargeable
thin-film battery, Li-ion microbattery,
solid-state battery, supercapacitor.
Architecture 2: Without the PMIC,
the OPV directly charges the storage
element through a blocking diode,
preventing reverse-current leakage
during dark conditions. The RF SoC
is powered directly from the storage
node. Since no active PMIC regulates
the supply voltage, the system voltage
dynamically follows the storage ele-
ment voltage. As a result, the RF SoC
and optional sensor ICs must support
a wide operating voltage range and
tolerate supply voltage variations.

The RF device, therefore, needs:

« Hardware brownout monitoring
« Voltage-aware firmware or software

« Adaptive duty cycling

i Storage S0C
{ OPV et ot Radio COM.

Energy

Awareness
(HW/FW)

[

The Move Toward Scalable,
Low-Maintenance loT Systems
As IIoT deployments continue to
grow, reducing maintenance require-
ments becomes a key objective.
Powering strategies that reduce battery
dependence can significantly improve
scalability and operational efficiency.
Energy harvesting from ambient
light provides a practical approach
for powering low-power RF devices in
many indoor applications. By aligning
energy generation with device oper-
ation, engineers can design systems
that operate reliably with reduced
need for manual intervention.
Advances in manufacturing also
support the large-scale deployment of
these technologies. OPV modules can
be produced using printing processes
that enable high-volume manufactur-
ing and customization of form factors
to match specific device requirements.
This evolution supports the develop-
ment of more autonomous, scalable,

and lower-maintenance IIoT systems.
view this article online

1=>> BACK TO TABLE OF CONTENTS

S LEARN MORE @ mwrf.com | 6


https://www.mwrf.com/
https://www.mwrf.com/technologies/power/article/55385036/dracula-technologies-how-to-reduce-battery-dependence-in-industrial-iot-devices

¥ Microwaves&RF

SPECIAL
REPORT _

CHAPTER 2

Why the lIoT Needs to Care About
Post-Quantum Cryptography—Now

Although quantum computers aren’t yet overcoming encryption at scale,
that doesn’t mean the IoT sector can afford to wait.

JOOST RENES, Security Architect and Cryptographer, and PQC Security Architecture Lead, NXP Semiconductors

he Internet of Things (IoT) is a

vast network of physical devic-

es, from sensors and meters
to industrial machines and consumer
products, which collects, shares, and
acts on data. To work securely, these
devices must be able to identify them-
selves, protect the data they handle,
and accept only legitimate software
updates.

That security model is coming
under pressure from the rise of quan-
tum computing. It could eventual-
ly break the cryptographic methods
many devices rely on to authenticate

updates, establish secure connections,

WrightStudio_dreamstime_359628873.jpg

and protect sensitive data.

Although quantum computers aren’t
yet overcoming encryption at scale, it
doesn’t mean the IoT sector can afford
to wait. Connected devices often stay
in service for years, sometimes well
over a decade, and many operate
in environments where updates are
difficult, infrequent, or tightly con-
trolled. If the cryptography built into
those products can’t withstand future
attacks, today’s design decisions could
become tomorrow’ security failures.

Post-quantum cryptography (PQC)
is the new generation of cryptograph-

ic algorithms designed to meet this

challenge and resist attacks from both
today’s computers and future quantum

machines.

A Challenge for Today

Today, the issue facing the IoT sec-
tor isn’t just the moment a sufficiently
powerful quantum computer arrives.
The problem also involves what adver-
saries can do at present by collecting
encrypted traffic, credentials, and sen-
sitive operational or personal data now
and holding it for future decryption.
For an industry built on long-lived
devices and long deployment cycles,
that risk has immediate relevance.

Standards and transition guidance
for PQC are already taking shape.
For example, the National Security
Agency (NSA) requires systems han-
dling national security information to
adopt NIST-approved post-quantum
algorithms by 2027. And the EU PQC
roadmap includes a 2030 deadline
for high-risk use cases. Whatever the
exact timeline for practical quantum
attacks, the transition window for
industry has already opened.

Nobody knows when quantum

computers will break today’s cryptog-
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raphy. Google believes the quantum
frontier may be closer than we think
and has set itself a deadline of 2029
to migrate to PQC. The IoT industry
must ask which devices, products, and
services being designed, shipped, or
maintained today will still need to be
trusted in the 2030s.

Where are the Risks?

One of the first risks to focus on is
confidentiality. If a device sends sen-
sitive telemetry, credentials, personal
data, or commercially valuable opera-
tional data, that information may need
protection for years. If it’s intercepted
now and stored, future decryption
could still cause harm.

Second, there’s risks associated with
authenticity and integrity. In IoT, these
are often even more important than
secrecy. Devices depend on digital
signatures to confirm that firmware is
genuine, updates come from a trusted
source, and commands aren't forged.

In a future where quantum attacks can
undermine today’s public-key signa-
tures, the consequences could be severe.
A compromised update path for an
industrial controller, gateway, or smart
vehicle component creates significant
safety, resilience, and liability problems.

This is why secure boot, secure
firmware update, device authentica-
tion, and key establishment should be
near the top of any PQC priority list.
These are the trust anchors on which
broader IoT security depends.

Recognizing the need to migrate is

easier than doing it. PQC introduces

real engineering challenges, especially
in embedded systems. With PQC, pub-
lic keys, signatures, and protocol mes-
sages are often much larger than their
classical equivalents. That affects flash
usage, RAM requirements, bandwidth,
certificate handling, and latency. Some
existing devices will be able to accom-
modate this through software updates
or careful optimization. Others may
have to make compromises.

That's why the most

response is a structured migration

sensible

plan. Start with cryptographic discov-
ery: Identify where RSA, ECC, and
other vulnerable algorithms are used
across products, services, manufactur-
ing systems, and supply chains. Then
prioritize systems with long lifetimes,
limited updatability, high-value data,
safety implications, or critical trust
functions. Finally, design for cryp-

tographic agility where feasible.

Combining Conventional and
Post-Quantum Security

Hybrid cryptography will play an
important role in this period and is
recommended by organizations such
as the European Union. By combin-
ing conventional and post-quantum
methods, organizations can reduce
migration risk while standards, prod-
ucts, and ecosystems continue to
mature. This can add implementation
complexity, but for many IoT use cases
it offers a worthwhile path between
today’s installed base and tomorrow’s
security requirements.

It’s also important to remember that

PQC is both a device challenge and
an ecosystem challenge. A connected
product depends on certificate author-
ities, cloud services, mobile apps, man-
ufacturing tools, diagnostics, installers,
service networks, and standards bod-
ies. Migration will only work if that

whole ecosystem moves together.

There’s Still Time

The good news is that the industry
needn’t solve everything at once. The
goal for now isn’t necessarily uni-
versal PQC deployment across every
endpoint. It's preparedness. New
designs should be evaluated against
post-quantum requirements, security
roadmaps should account for product
lifetimes that stretch into the 2030s,
and leadership teams should start
treating PQC as a key resilience issue.

For the IoT sector, waiting is the
riskiest strategy of all. Devices being
specified today may still be operating
when traditional cryptography is no
longer considered acceptable. By then,
tixing the problem could be expensive,
disruptive, or impossible.

The quantum threat may still be
emerging, but the migration challenge
is already here. The organizations that
start now, by identifying their critical
use cases and building in upgrade
paths, will be far better placed to pro-
tect devices over their full lifetime. In
IoT, that’s what post-quantum readi-

ness really means.
view this article online
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UWB for the lloT: RTLS, FiRa Security,
and omlox Location Fabrics

Ultra-wideband is rapidly becoming a foundational radio for
industrial loT because it adds precise, secure distance and location.

ALEXIS BIZALION, Director, Product Marketing & Enablement, Qorvo

Itra-wideband (UWB) is

rapidly becoming a founda-

tional radio for industrial
IoT (IIoT) because it adds precise,
secure distance and location — not
just connectivity — as well as short-
range radar sensing of nearby people
and objects. That centimeter-scale
spatial awareness enables real-time
location system (RTLS) platforms that
can track tools, pallets, vehicles, and
people in real-time, even in RF-hostile

factories and warehouses.

dreamstime_Prasit Rodphan_85286799.jpg

Defining UWB and How It Fits
Harsh lioT Environments

Conventional industrial wire-
less standards such as Wi-Fi, BLE,
and proprietary sub-GHz were built
for connectivity and telemetry, not
high-integrity positioning. UWB, in
contrast, uses very short, low-power
pulses spread over several hundred
megahertz of bandwidth, and it mea-
sures true time of flight between tags
and anchors or gateways (Fig. 1).

The same nanosecond-scale pulses

and wide bandwidth that enable centi-

meter-level ranging also let UWB act as

a short-range radar, detecting motion

and human presence from changes in

the channel impulse response.

Such an architecture brings sever-
al engineering advantages in a met-
al-heavy plant:

o Multipath resilience: Nanosecond-
scale pulses and wide bandwidth
let UWB resolve individual paths
in time. Thus, the receiver can lock
onto the first path rather than inte-
grate all reflections as “extra” power,
much like RSSI-based systems.

Centimeter-level accuracy: Time-

of-flight and time-difference-of-ar-
rival (TDoA) schemes routinely
achieve 10- to 30-cm positioning
in cluttered environments, versus
meter-scale with BLE/Wi-Fi RSSI.

« High update rates with low latency:
Today’s industrial UWB RTLS plat-
forms support sub-100-ms update
intervals for hundreds or thousands
of tags, which is critical for materi-
al-flow automation and both auto-
mated guided vehicle (AGV) and

autonomous mobile robot (AMR)
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safety.

« RF coexistence: UWB’s low-power
spectral density and operation in
dedicated bands allow it to coexist
with Wi-Fi, cellular, and private 5G

without adding undue interference.

For design engineers, this means
UWB can be layered into brownfield
plants where dense Wi-Fi, VHF radi-
os, and inverter noise already exist,

without significant RF redesign.

UWB RTLS as a Location
Fabric for Factories and
Warehouses

When you can reliably answer
“where?” for every tagged object, RTLS

stops being a niche tracking tool and
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becomes a shared infrastructure ser-

vice. Vendors now talk about a “loca-

tion fabric” that feeds manufacturing
execution systems (MES), warehouse
management systems (WMS), safe-
ty systems, and digital-twin analytics
from a common UWB-powered layer.

Typical industrial RTLS architecture:

« UWB tags on tools, pallets, work-
in-progress (WIP) carriers, forklifts,
AGVs, and worker badges.

o Anchors or UWB-enabled access
points form a positioning grid across
production lines, staging areas, and
warehouses.

o A location engine computing posi-
tions via two-way ranging (TWR) or

TDoA and exposing them through

an API or middleware hub.
« Integration into ERP/MES/WMS,
safety PLCs, and visualization tools,

often via omlox-style hubs that nor-

malize data from multiple location

technologies.

Qorvo and partners, such as SICK
and Sewio, demonstrate this approach
in real deployments, feeding UWB
location data directly into industrial
software stacks to drive automated
decisions. In practice, new use cases
become software features, not new RF
projects (see table). Once the grid is in
place, adding a geo-fence or new flow

analytics is mainly a configuration.

Industrial UWB RTLS Use Cases and Benefits

material flow

trains

forklifts, AGVs, and tugger

Application UWB-enabled capability | Typical benefit for plant operations

Tool & pallet Tagging jigs, tools, pallets, | Reduced search time, higher asset

tracking and WIP carriers with utilization, and fewer line stops due to
UWB tags missing fixtures

Automated Real-time positions for Dynamic routing, collision avoidance,

and higher throughput with the same

fleet

Geo-fencing & | Virtual zones around
worker safety

restricted areas

machines, robots, and

Automatic slow-down or stop when
workers enter danger zones, plus

enforcement of keep-out regions

Access control
& proximity

and maobile devices

Secure ranging between

badges, doors, vehicles,

Anti-tailgating, zone-based access,
and machine enable only when an

authorized operator is present

Process and

quality
analytics

Continuous spatial

and MES dashboards

telemetry into digital-twin

Bottleneck identification, root-cause
analysis for delays, and energy-

optimized material paths

UWB RTLS for Scale in lloT

Networks
Traditional UWB RTLS often deliv-

ered excellent accuracy but stalled

at pilot scale because it required a

dedicated anchor network, separate

cabling, and bespoke management
tools. The industrial trend now is to
treat UWB as another radio on an
existing infrastructure platform, typ-
ically the plant’s Wi-Fi/OT network.

Key patterns that make UWB scal-
able in factories and warehouses:

« UWB in enterprise access points
or gateways: Embedding UWB
radios into industrial access points
reuses the existing PoE, backhaul,
and management plane, avoiding a

“shadow” network.

Hybrid coverage: High-density
anchor grids in critical production
areas, supplemented by lower-den-
sity coverage in storage or corridors,
balances accuracy against deploy-

ment cost.

Edge computing: Local location
engines at the cell or line level reduce
latency for safety and automation
use cases, while aggregated data

feeds cloud analytics.

Open APIs and middleware: omlox
hubs and similar middleware expose
standardized location streams that
multiple applications can subscribe
to in parallel, avoiding point inte-

grations.

Case studies in sheet-metal pro-

duction show that this approach can
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yield measurable gains, including ical presence near the HMI or safe- Because secure-ranging functions
scrap reduction, fewer line stoppag- ty gate, without deploying separate  are often implemented in the UWB
es, and improved Overall Equipment RFID or keyed switches. modem’s root of trust and associated
Effectiveness (OEE), purely from o Peer-to-peer proximity alerts  secure elements, hardware engineers
better spatial awareness of parts and between workers and vehicles must factor in key storage, secure
assets. For electronics design engi- are computed locally with cryp-  boot, and firmware update mecha-
neers, the implication is that UWB tographic integrity. nisms early in platform selection.

nodes must be designed as part of a
managed, IP-centric OT network from

day one, not as isolated beacons.

Secure Proximity and
Access Control with FiRa

Industrial IoT increasingly needs
not only to know the location of some-
thing, but to trust that information
when it gates safety or access. Secure
ranging with UWB is emerging as a
building block for that.

The FiRa Consortium profiles the
IEEE 802.15.4z UWB PHY/MAC

and defines higher-layer procedures

for secure ranging, including cryp-
tographically protected scrambled
timestamp sequences and dynamic
session keys. These measures harden
UWB links against distance-shorten-
ing attacks that could otherwise spoof
proximity and unlock a door or enable
a machine when a tag is farther away.
For industrial UWB designs, FiRa-
compliant secure ranging enables:
« Zone-based access control where
doors, tool cribs, and vehicle char-
gers only authorize when a badge

or smart device is verifiably within

a defined radius.
» Machine interlocks that require 2. With omlox, devices from different manufacturers can be in one localization

both correct credentials and phys-  zone.
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Open Standards: omlox and
Multi-Vendor Ecosystems
Industrial users are wary of being
locked into a single RTLS stack span-
ning tags, infrastructure, and soft-
ware. The omlox and FiRa initiatives
respond to that by defining how UWB
and other positioning technologies
interoperate:
« omlox: An open locating standard
that defines a core zone (where
UWB and other technologies gener-
ate position), an omlox hub for nor-
malization, and northbound inter-
faces for applications. It explicitly
supports multi-vendor anchors and
tags, plus hybrid technologies such
as RFID and BLE, under one loca-
tion fabric (Fig. 2).
FiRa: A consortium standardizing

secure UWB ranging profiles, cer-
tification, and interoperability so
that tags, phones, and infrastructure
from different vendors can reliably
range and exchange secure proxim-

ity data.

3. With the QPK3000
hardware module,
UWB RTLS Tag
functionality can

be added to a wide
range of products
through a simple

integration process.

For design engineers, these stan-
dards change part selection criteria.
Instead of choosing between an all-in-
one proprietary stack and rolling your
own RTLS, you can select UWB trans-
ceivers, SoCs, and modules that are
omlox- and FiRa-aligned and know
they will integrate into a larger ecosys-
tem. In turn, it reduces the risk that a
single vendor’s roadmap will constrain

your long-term IIoT platform.

Practical Design
Considerations for Engineers
Translating all of this into a
board-level or module-level design
requires a few pragmatic decisions:
Select
UWB components that support the

« Radio and coexistence:

required channels, regional regula-
tions, and coexistence mechanisms
with 2.4-GHz and sub-GHz radios
on the same node.

« Power and update rate tradeoffs:
For battery-powered tags, position
update rate, TWR/TDoA scheme,

and sleep strategy will dominate life.
Industrial tags often vary between
“always-on” for safety and “duty-cy-
cled” for tools or pallets.

o Form factor and ruggedization:
Enclosures must survive metal chips,
vibration, chemicals, and wash-
down. Antenna placement is critical
when tags are mounted on large con-
ductive objects.

o Security and lifecycle: Secure pro-
visioning, over-the-air firmware

updates, and integration with plant

IAM systems are essential if UWB

tags double as access-control cre-

dentials.

With respect to module selection,
high levels of integration minimize
cost, board space requirements, and
design time. Qorvos QPK3000 is a
good example of an integrated UWB
device that combines simple integra-
tion with guaranteed interoperability
(Fig. 3).

Engineers who design with these
constraints in mind can deliver RTLS
endpoints that slot cleanly into omlox-
style ecosystems and support years of
incremental application roll-out, rath-

er than one-off pilots.
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What are the Connectivity Decisions
Reshaping Industrial IoT?

For industrial environments, the decision between wired and wireless technology
is a strategic engineering shift driven by physical deployment constraints.

ABHUIT GREWAL, Vice President, Industrial Business, Silicon Labs
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alk into almost any large

factory and look up —

you'll see miles of cables

snaking across the ceiling, routing

data from sensors back to central-

ized control systems. This hardwired

infrastructure has defined industri-

al networking for decades, built on

the assumption that equipment never
moves.

The demands of modern manufac-

turing are exposing the limits of that

stationary design. Historically, wired

connectivity has been the default for
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tightly controlled industrial networks
because it’s well understood and gen-
erally affordable. Operators demand
high uptime, predictable performance,
and uninterrupted communications.
Wireless links need to be as reliable as

they are easy to install.

Connecting Assets on the
Factory Floor

A purely wired infrastructure inher-
ently isolates any equipment that
moves, rotates, or spans active produc-

tion zones. This leaves modern facil-

ities filled with complex machinery
and auxiliary systems that generate no
operational data. The sensors to moni-
tor this equipment exist, but extracting
their telemetry without a physical teth-
er is an engineering challenge.
Evaluating wireless technology
requires engineers to look for the
optimal mix of mobility, latency, and
installation efficiency. Wireless isn’t
trying to beat industrial Ethernet in a
test of pure data throughput or laten-
cy. Instead, it offers a solution where
traditional wiring fails, such as replac-
ing mechanical slip rings (electrome-
chanical rotary joints that degrade
over time), avoiding long cable pulls
through active production areas, or
illuminating equipment left dark due

to installation disruptions.

Overcoming Physical
Engineering Constraints
Industrial wireless adoption is
driven by use cases where hardwir-
ing is either practically impossible
or inherently unreliable. Automated
warehouse robotics must move con-

tinuously to retrieve and route parts
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bins, making physical network cables
impractical.

Rotating machinery introduces a
similar barrier. In computer-numeri-
cal-control (CNC) mills, wired sensor
connections that rely on mechanical
slip rings frequently accumulate con-
tamination and fail under high-vibra-
tion and high-temperature conditions.
Deploying wireless sensors directly
onto the spinning chuck (the special-
ized clamp holding the rotating tool)
becomes the only viable engineering
path to capture critical telemetry data
reliably.

Plant operators base their techno-
logical decisions on performance
and established trust. When a facili-
ty implements a dependable wireless
link on a complex CNC spindle or an
autonomous robot, operators recognize
its value. That initial success expands
adoption into adjacent areas where wir-
ing might be technically possible, but
wireless proves faster to install and bet-

ter suited to the physical environment.

The Retrofit Advantage for
Predictive Maintenance

Many industrial plants have operat-
ed for decades, using programmable
logic controller (PLC)-based control
systems installed long before predic-
tive maintenance and advanced con-
dition monitoring became scalable.
Tearing out and replacing that core
architecture to add new sensors rarely
makes financial sense.

Wireless technology offers a prac-

tical retrofit strategy. A facility can
attach a battery-powered vibration
sensor directly to a motor housing to
transmit equipment health data via
a wireless side channel, completely
bypassing the legacy PLC. This instal-
lation takes minutes and requires no
new conduit, no cable pulls, and zero
production downtime. Plant managers
are able to monitor motor temperature
and identify operational anomalies
without a heavy capital investment.
Detecting mechanical wear early
prevents catastrophic equipment
failures and costly production halts,
which generate immediate and mea-
surable financial returns. This abil-
ity to upgrade without disruption
makes retrofitting the fastest route
to modernizing legacy infrastruc-
ture. The strategy is straightforward:
Engineers deploy nodes where rewir-
ing is impractical, the system builds
a strong reliability record, and usage

scales upward as confidence grows.

Edge Intelligence and
Network Constraints

As thousands of industrial wire-
less nodes come online, continuous-
ly streaming raw data to the cloud
can quickly exceed the capacity of
low-power wireless mesh networks.
These networks are optimized for
reliable delivery of small, period-
ic payloads rather than continuous
high-bandwidth data streams.

Working within this limitation

requires a smarter architecture. For

instance, a vibration sensor monitor-
ing a motor doesn't need to transmit
raw samples continuously. Running
machine-learning inference locally
allows the end node to watch for
anomalous signatures internally. This
keeps the radio quiet during normal
operations and only activates trans-
mission when the data indicates a
critical event.
Silicon Labs

strated this localized architecture at

recently demon-

Embedded World using a single-chip
wireless device like the BG24 SoC to

simultaneously perform motor con-

trol, Bluetooth communications, and
real-time anomaly detection.

When the fan blades on a connect-
ed brushless DC motor experienced
rotational instability or encountered
a physical obstruction, the device
detected the anomaly and shut down
the motor locally, requiring no cloud
communication to execute the safe-
ty response. Rather than overwhelm-
ing the network with raw data, engi-
neers embed intelligence at the edge,
empowering the device to respond
locally before transmitting anything
to the cloud.

Managing Power Budgets
with Hardware Acceleration
However, executinglocal intelligence
needs processing power, which direct-
ly threatens battery life. Maximizing
deployment longevity requires power
discipline at every level: wireless stacks

must be optimized for efficiency, radi-
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os must minimize active cycles, and
firmware must treat the power budget
as a primary design parameter.

Industrial wireless sensors routinely
need to operate for 7 to 10 years on
a standard coin-cell battery. Remote
utility endpoints, such as municipal
water or gas meters, face even tighter
constraints and may require special-
ized batteries to last 10 to 20 years.
For these isolated deployments, every
active processing cycle drains a finite
energy reserve.

Hardware acceleration mitigates
this drain by drastically shortening the
time a device spends awake. Matrix
vector processors (MVPs) designed
for inference workloads can deliver a
6X performance improvement while
consuming only one-eighth of the
energy required by a standard M-class
CPU for identical tasks.

Completing complex inference cal-
culations faster allows the device to
return to a deep-sleep state sooner,
minimizing the average current draw.
For battery-constrained industrial end
nodes, minimizing active processing
time makes long-term deployment

possible.

Advancing SoC Architectures

Meeting the stringent physical size
and cost requirements of industrial
end nodes has forced a change in
hardware design. Deploying a wireless
sensor once meant pairing a micro-
controller with a separate wireless

transceiver, alongside discrete pow-

dreamstime_Suwin-Puengsamrong_139968282.jpg

er-management components and ana-
log interfaces. Every additional com-
ponent increased the required board
area, complicated integration, and
added potential points of failure.

Modern industrial platforms now
integrate the application processor,
multi-protocol wireless connectivity,
AI/ML accelerators, and power man-
agement directly into a single SoC
footprint. Integrating these compo-
nents shrinks the hardware footprint.
Engineers get a sensor node small
enough to mount directly to a motor
housing or fit securely inside a tight
rotating assembly.

For mobility and retrofit use cases,
achieving this compact form factor
ultimately determines whether a wire-

less solution can be deployed at all.

Building a Resilient,
Multi-Protocol Factory
Integrating new wireless nodes into

a factory floor requires strategic plan-

ning rather than a total system over-
haul. Operators managing facilities
with decades of reliable wired infra-
structure demand demonstrated sta-
bility and measurable financial returns
before adopting new standards. This
practical stance wont block deploy-
ment, but it does change overall sys-
tem design. The decision is no longer
an either/or choice, but a strategy for
a unified network.

Within a highly connected facil-
ity, specific protocols serve distinct
functions. Wi-Fi remains an excellent
choice for high-bandwidth backhaul,
industrial security cameras, and high-
data-rate mobile assets. Deterministic
control systems and applications
requiring absolute continuous uptime
will remain on hardened wired net-
works like EtherCAT.

The most productive approach is
strategic coexistence, where each pro-
tocol is applied to the specific task
it was designed to handle, running
alongside established infrastructure.

Engineers achieve the most reliable
deployments by evaluating specific
operational needs — mobility require-
ments, power limitations, installation
constraints, and reliability expecta-
tions — before selecting a connectivity
standard. Starting from the exact use
case creates resilient systems that earn
the trust of plant operators and justify

future expansions.
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Refine Industrial l1oT Reliability
Through Precise Timing

Ensuring reliable operation and communication for industrial equipment requires
stable timing under harsh conditions to provide low latency and low jitter.

JONNY LEE, Product Marketing Manager, Epson

iming is a key issue for the

industrial Internet of Things

(IToT). To ensure reliable oper-
ation and communication for indus-
trial equipment, stable timing under
harsh conditions is a must to provide
low latency and low jitter.

Factory automation and IIoT appli-
cations require deterministic commu-
nication, where data has to be deliv-
ered reliably and at precisely defined
times. Robots, programmable logic
controllers (PLCs), machine-vision

systems, SENsors, servo drives, auton-

dreamstime_ Pop Nukoonrat _118686217.jpg

omous guided vehicles (AGVs), and
edge AI computing platforms contin-
uously exchange time-critical infor-
mation (Fig. 1).

As Industry 4.0 systems become
increasingly interconnected, minimiz-
ing latency and jitter is essential for
maintaining deterministic communi-
cation and precise time synchroni-
zation. The long-term performance
of timing devices, including crystal
oscillators and real-time clocks, is fun-
damental to ensuring that industrial

networks and IloT systems operate

reliably, accurately, and in coordina-
tion with one another.

In these harsh industrial environ-
ments, synchronization is often more
important than raw network speed.
Devices must not only exchange data
quickly, but also maintain a common
understanding of exactly when events
occur.

For example, in an automated pro-
duction cell where a PLC issues a
motion command to a robot, a
servo drive executes the movement,
a machine-vision system verifies the
robot’s position, and an AI processor
analyzes inspection results in real-
time. Each step relies on accurate
timestamps to ensure that all devices
operate from the same view of the
physical process.

If the clocks of these devices aren’t
synchronized, data could still be deliv-
ered successfully, but it may represent
different moments in time. As a result,
control decisions may be based on
outdated or inconsistent information,
leading to reduced accuracy, lower
product quality, or even operational

failures. In highly automated manu-
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facturing environments, even minor
timing discrepancies can accumulate
and disrupt the coordination of multi-

ple machines and processes.

Synchronization and
Networking

For those scenarios, a key technolo-
gy is time-sensitive networking (TSN).
This is a set of IEEE standards that
extend standard Ethernet to deliver

highly precise, time-guaranteed, and

reliable data transfers.

At a high level, TSN works through
three coordinated functions. First, all
devices on the network share a com-
mon time reference through precise
clock synchronization. Second, the
network manages traffic according to
the timing and performance require-
ments of different applications. Third,
switches, bridges, and end devices
enforce these schedules to ensure that
critical data is delivered within a pre-
dictable and guaranteed time window.

TSN adds capabilities such as net-

1. Industrial systems continuously exchange time-critical information.

Courtesy: Epson

work-wide clock synchronization,
scheduled traffic transmission, traf-
fic prioritization for critical control
data, guaranteed bandwidth alloca-
tion, bounded latency, and enhanced
reliability through redundancy mech-
anisms. By providing a shared under-
standing of time across the entire net-
work, TSN enables industrial devic-
es and IIoT systems to coordinate
actions with microsecond-level preci-
sion, providing precise, network-wide
time synchronization.

Establishing a common time refer-
ence across the entire industrial net-
work is key to ensuring that devic-
es can coordinate actions, correlate
events, and make control decisions
based on a shared timeline. This com-
mon sense of time is fundamental to
achieving deterministic communica-
tion, real-time control, and reliable
operation.

A control system can typically com-
pensate for a fixed and predictable
delay. However, when the delay con-
tinuously changes, maintaining pre-
cise synchronization and determin-
istic operation becomes significantly

more difficult.

Latency and Jitter: Keys to
Timing-Device Precision

The importance of latency and jitter
extends beyond the network itself to
the timing devices that establish and
maintain system time, such as crystal
units, crystal oscillators, and real-time
clocks (RTCs). These devices provide
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Programmable
oscillator

Temperature compensated Oven-controlled crystal
crystal oscillator (TCXO)

oscillator (OCKO)

Eeal-time
clock module

Gyrosensor

Inertial measurement unit
(ML)

2. Timing devices provide the reference used by controllers, sensors,

communication interfaces, and synchronization protocols. Courtesy: Epson

the timing reference used by control-
lers, sensors, communication inter-
faces, and synchronization protocols
(Fig. 2).

Any timing uncertainty can propa-
gate throughout the system, affecting
communication accuracy and coor-
dinated machine operation. Timing
variations could introduce position
errors, path deviations, degraded
motion accuracy, and synchronization
errors.

In motion-control systems, jitter can
affect servo loop stability, multi-axis
synchronization, velocity control, and
contouring accuracy. Machine-vision
systems rely on precise timing to cap-
ture images at the correct moment;

timing variations may result in motion

blur, inaccurate inspection results, and
reduced defect detection performance.

Similarly, mobile robots depend on
synchronized sensor data from cam-
eras, LiDAR, and inertial sensors.
Excessive jitter can degrade sensor
fusion, localization accuracy, and nav-
igation decisions.

Industrial automation equipment
is also typically expected to oper-
ate continuously for 10 to 20 years
or more. As a result, timing devices
must maintain stable performance not
only under changing environmental
conditions, but also throughout many
years of continuous operation. Long-
term aging effects can gradually alter
oscillator frequency characteristics,

making long-term stability an import-

ant consideration in industrial system
design.

The amount of frequency-drift
specification requirements can vary
significantly depending on the appli-
cation, system architecture, control
requirements, and overall network
design. Different factory automation
and IToT applications, such as motion
control, machine vision, robotics,
industrial Ethernet communication,
and sensor synchronization, may have
different timing requirements and tol-
erance levels. Therefore, it’s difficult to
define a single drift specification that
applies universally to all industrial
systems.

Instead of specifying a typical drift
requirement for factory automation
systems, it's more appropriate to con-
sider the general performance char-
acteristics of commonly used timing
devices. Standard crystal oscillators
are typically specified with frequency
stability ranging from approximately
125 to +100 ppm (parts per million)
from the nominal frequency over their
operating temperature range.

For more demanding applica-
tions, designers often select tempera-
ture-compensated crystal oscillators
(TCXOs) or other compensated tim-
ing solutions that can reduce frequen-
cy variation to single-digit ppm lev-
els. In applications that require even
tighter timing for increased accuracy
and synchronization performance,
networking-specific TCXOs with fre-
quency stability of less than 1 ppm
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over a specified temperature range
may be used.

To put these values into perspective,
a frequency error of 1 ppm corre-
sponds to approximately 1 ps of timing
error accumulated per second. A
10-ppm frequency error corresponds
to approximately 10 us per second,
while a 100-ppm frequency error
corresponds to approximately 100 us
per second. Although these values
may appear small, timing errors can
accumulate over time and become
significant in applications that depend
on precise synchronization and
deterministic communication.

Even when TSN networks contin-
uously synchronize clocks across the
network, oscillator stability remains
a critical factor because it determines
how much clock correction is required
between synchronization updates. A
more stable oscillator accumulates less
timing error over time, reducing syn-
chronization adjustments and helping
maintain more accurate and consis-
tent timing throughout the system.

Industrial automation equipment is
often required to operate reliably across
a wide temperature range. Depending
on the application and installation
environment, operating temperature
requirements commonly extend from
—40 to +105°C. For harsher industri-
al environments, including outdoor
installations, transportation systems,
heavy industrial equipment, and other
demanding applications, operating

temperature requirements may extend

to —40 to +125°C.

Because the timing devices must
maintain stable performance through-
out these temperature ranges, tem-
perature stability is an important
consideration when selecting crystal
units, crystal oscillators, and other
timing solutions for industrial applica-
tions. Even small timing variations can
affect servo performance, multi-axis
coordination, robot positioning accu-
racy, and overall machine behavior.

In addition, network timing incon-
sistencies can make it more difficult to
guarantee predictable communication
performance for motion control and

real-time automation applications.

Types of Timing Devices

The design of the crystal units, crys-
tal oscillators, TCXOs, voltage-con-
trolled crystal oscillators (VCXOs),
and even oven-controlled crystal
oscillators (OCXOs) with a few ppb
(parts per billion) stability level can
minimize timing uncertainty. Thus,
they’re able to provide accurate clock
generation for TSN synchronization,
industrial Ethernet communication,
and motion-control applications.

Designing and controlling the devel-
opment and process for these timing
elements and oscillation ICs makes it
possible to optimize the design of the
components for the different appli-
cations. Growing a crystal allows the
purity of the structure to optimize the
performance, while the crystal can

be sliced in different ways to provide

specific frequency ranges and tem-
perature stability. The oscillation IC
is designed to work with the crystal
and the packaging to offer the various
levels of performance required by the
application.

A practical example of IIoT in fac-
tory automation can be found in a
robotic pick-and-place station. In
this environment, an industrial robot
operates in close coordination with
a PLC, a high-speed machine-vision
camera, an edge AI processor, and
a conveyor encoder. As components
move along the conveyor, the cam-
era continuously captures images of
each part, while the conveyor encoder
provides precise position and motion
information. The edge AI processor
analyzes the images in real-time to
determine the exact position and ori-
entation of the moving parts.

Based on this information, the PLC
calculates any required motion adjust-
ments and immediately transmits
updated commands to the robot. At
the same time, the robot arm receives
control instructions from the PLC
while simultaneously receiving feed-
back from the machine-vision system.
This enables the robot to accurately
locate, track, pick, and place moving
parts with a high degree of precision.

To maintain production accuracy,
product quality, and manufacturing
throughput, image acquisition, Al
processing, PLC decision-making, and
robot motion control must all be com-

pleted within a very short period. Any
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significant communication delay or
timing variation can affect the coor-
dination between devices and reduce
overall system performance.

This type of tightly synchronized
operation illustrates why modern fac-
tory automation systems depend on
deterministic networking and precise
time synchronization. Industrial IoT
devices must exchange time-critical
information with minimal latency and
jitter to ensure that every component
within the production cell operates
according to a common timeline and
can respond to changing conditions in
real-time.

When network timing drifts, devic-
es within the automation system no
longer operate from the same time
reference. In a robotic pick-and-
place application, for instance, the
machine-vision camera may capture
an image slightly before or after the
part reaches its intended position on
the conveyor. The AI system then
analyzes an image that no longer accu-
rately represents the part’s actual loca-
tion. Based on this outdated informa-
tion, the PLC may calculate incorrect
motion corrections, causing the robot

to move toward the wrong position.

Impact of Time
Synchronization Loss

As timing errors accumulate, the
entire production process can become
less accurate and less efficient. The
consequences may include part place-

ment errors, increased scrap rates,

reduced production throughput, and
a greater need for system recalibra-
tion and maintenance. This example
highlights why precise time synchro-
nization is essential in industrial IoT
and factory automation environments,
where multiple devices must coordi-
nate actions based on a common and
highly accurate sense of time.

When synchronization is lost, devic-
es within the automation system no
longer share a common and accurate
time reference. As a result, timestamps
generated by the machine-vision cam-
era may become unreliable, making it
difficult to determine precisely when
an image was captured. At the same
time, the PLC may operate using
inconsistent timing information, while
the robot and conveyor system may no
longer maintain accurate positional
alignment.

As these timing discrepancies accu-
mulate, coordination among the var-
ious devices in the production cell
begins to break down. Data collected
from sensors, cameras, and controllers
may no longer correspond to the same
point in time, increasing the risk of
incorrect control decisions and oper-
ational errors. This loss of synchroni-
zation can significantly affect produc-
tion accuracy, process reliability, and
overall system performance.

Timing devices support precise cam-
era synchronization, stable trigger tim-
ing, accurate encoder correlation, and
reliable timing coordination between

cameras, Al processors, PLCs, robot

controllers, and industrial FEthernet
interfaces. Minimizing timing uncer-
tainty throughout the inspection pro-
cess helps improve image consistency,
inspection accuracy, and Al inference
reliability.

Each timing technology addresses
different application requirements.
TCXOs provide improved frequen-
cy stability across wide temperature
ranges, VCXOs enable fine frequency
adjustment and synchronization with-
in communication and timing-con-
trol systems, and OCXOs deliver high
frequency stability for applications
requiring the highest levels of syn-
chronization accuracy and timing per-
formance.

As TSN-enabled industrial networks
become increasingly interconnected,
the most appropriate timing solution
must be based on the synchroniza-
tion, stability, environmental, and sys-

tem-level performance requirements.
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CHAPTER 6

lloT Antennas: Lessons

from Harsh RF Environments

This article explores the antenna design, integration, and
validation strategies engineers can use to ensure reliable connectivity
in real-world industrial IoT applications.

BAHA BADRAN, Global Head of Engineering, Taoglas

ndustrial IoT (IIoT) deployments

place radios and antennas in loca-

tions that are rarely favorable from
an RF standpoint. Devices are installed
inside metal cabinets, attached to heavy
equipment, mounted under walkways,
or exposed on outdoor structures
where reflection, shadowing, vibration,
moisture, and electromagnetic inter-
ference all affect link performance.
In these environments, the antenna
system and its integration often have
more influence on long-term reliability
than the choice of wireless protocol or

Courtesy: Taoglas

modem alone.

For RF and hardware engineers, that
reality changes the design sequence.
Antenna selection can’t be deferred
until after the enclosure, PCB stack-
up, and radio architecture are already
fixed. Instead, the operating bands,
use case, mechanical layout, and
installation environment must be
considered together from the outset.
That’s because even a well-chosen
radio can underperform if the anten-
na is detuned, obstructed, or poorly

isolated from neighboring subsystems.

Industrial RF Realities in loT
Deployments

IToT isn't a single wireless problem.
A battery-powered sensor reporting
infrequently from a remote asset has
different requirements from a factory
controller on a private cellular net-
work or a mobile machine combin-
ing GNSS, cellular, and local wire-
less links. That distinction matters
because the application drives not
only the protocol selection, but also
the antenna type, placement strate-
gy, and acceptable tradeoffs between
range, efficiency, bandwidth, and size.

For long-range, low-data-rate
remote monitoring, lower-frequen-
cy LPWAN options such as 868 or
915 MHz have obvious advantages
in coverage and penetration, while
LTE-M and NB-IoT support wide-ar-
ea deployments in licensed cellular
spectrum. In factories, warehouses,
and other dense industrial settings,
Wi-Fj, private LTE, and private 5G are
often used where mobility, through-
put, and deterministic behavior are
more important.

As these systems converge, many
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industrial devices are expected to sup-
port multiple radios simultaneously.
This increases the pressure on board
area, feed routing, grounding, and
coexistence planning.

Propagation in these environments
is rarely benign. Metal walls, racks,
pipes, motors, and enclosures create
multipath and deep spatial fading,
while switching equipment and power
electronics raise the local noise floor.
At sub-GHz, reflections from sur-
rounding metalwork can sometimes
help to fill coverage gaps, but they can
just as easily create deep fades over
surprisingly short distances.

At 2.4 and 5 GHz, racking, ducting,
and handrails can turn an otherwise
robust link into a sequence of sharp
nulls separated by only tens of centi-
meters. Even when the air interface
itself is robust, coverage may degrade
sharply if the antenna is mounted
too close to conductive structures or
forced into a housing that was never
designed with RF in mind.

For that reason, the most useful
performance target ism't a datasheet
number taken in isolation. Rather, it’s
the quality of the link after the anten-
na has been integrated into the real
product and installed in the intended

environment.

Antenna Architectures and
Mechanical Integration

Ata practical level, industrial design-
ers typically choose among three

broad antenna approaches: external

antennas, embedded antennas, and
PCB-based radiators. External anten-
nas provide the greatest freedom in
placement and orientation. In harsh
industrial settings, theyre often the
most effective option because they
can be positioned away from local
obstructions and metalwork, improv-
ing line of sight and reducing detun-
ing from the enclosure itself.

Rugged external antennas are par-
ticularly relevant for heavy machinery,
remote assets, and outdoor installa-
tions where ingress protection, vibra-
tion tolerance, and cable durability are
as important as RF performance.

When treating those placement
decisions as part of the RF design
rather than an afterthought, it's com-
mon to recover several decibels of
margin compared with a constrained
internal solution. In particular, on
long sub-GHz or LTE-M links, such
a difference can separate a connection
that appears nominally functional on
the bench from one that remains con-
sistently reliable once the device is
installed and left in place for years.

Embedded and PCB antennas
become more attractive when the
industrial device is compact, sealed, or
mechanically constrained. Controllers,
robotics modules, and smart sen-
sors may not have room for external
hardware, or they may need to avoid
exposed components for robustness
or aesthetics.
those benefits

However, come

with tighter integration constraints.

Wideband PCB and embedded anten-
nas can support multiple services in a
compact form factor, yet their perfor-
mance depends heavily on available
ground plane, keep-out area, nearby
materials, and the placement of bat-
teries, shields, and other components.

This is where many otherwise solid
IIoT designs begin to lose perfor-
mance. Keep-out areas are reduced
late in the layout cycle, the antenna
is moved closer to a battery or shield
can, the enclosure plastic changes, or
the finished device is mounted to a
metal backplate that was never part of
the original tuning exercise.

Any of those changes may shift res-
onance, reduce efficiency, distort the
radiation pattern, or increase coupling
to nearby conductors. The remedy
isn’t complicated, but it does require
discipline: Antenna, PCB, housing,
and mounting arrangement must be
treated as a single coupled RF struc-
ture, with representative materials
and realistic mechanical constraints
included before the design is consid-
ered closed.

Application-specific guides and
integration tools can reduce iteration
here, particularly when the product
team needs early visibility into how
board shape and antenna placement
will affect final behavior. The latest
combination antennas for compact
multi-radio devices and Al-assisted
antenna selection tools help to further
streamline early design work, but they

don't change the underlying require-
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ment to treat antenna, PCB, enclo-
sure, and mounting as one coupled RF
structure.

Even with that support, though,
the most important principle remains
unchanged: Antenna selection belongs
near the beginning of the design pro-

cess, not at the end.

Multi-Radio Integration and
Coexistence

A large share of IIoT equipment
now combines several wireless func-
tions in one platform. A typical archi-
tecture may include cellular for back-
haul, GNSS for positioning or timing,
Wi-Fi or Bluetooth for local access,
and in some cases a sub-GHz interface
for LPWAN or legacy connectivity.
That combination is attractive from
a system perspective, but it creates
a more demanding RF environment
inside the product.

When multiple antennas share a
small PCB or enclosure, near-field
coupling and common-current inter-
actions can degrade isolation and alter
the intended radiation pattern. In
practice, this means that an antenna
performing well by itself may behave
very differently when placed beside a
second radiator, a cellular feed line,
a shielded module, or a noisy digital
subsystem. GNSS is especially vulner-
able because weak satellite signals can
be compromised by poor placement,
insufficient ground plane, or interfer-
ence from nearby cellular transmitters.

That problem isn’t theoretical. In

high-precision industrial and con-
struction applications, GNSS perfor-
mance can depend strongly on the
quality of the antenna integration, the
stability of the ground reference, and
the filtering used at the front end.
Active versus passive GNSS architec-
tures, ground-plane dimensions, and
the placement of the antenna relative
to high-noise circuitry all affect car-
rier-to-noise ratio and time to first
fix, particularly in environments with
obstructions or nearby transmitters.
Cellular

become a limiting factor if the prod-

coexistence can also

uct is expected to operate across many
bands without sufficient attention to
feed routing, spacing, and the inter-
ference risk posed by specific cellular
allocations.

The design response is to address
coexistence explicitly rather than
hoping it will fall within tolerance.
That means selecting antenna types
intended for multi-radio systems,
preserving as much physical separa-
tion as the product allows, controlling
return-current paths, and designing
with known interference mechanisms
in mind. Where a full ground plane is
unavailable, external GNSS antennas
or alternative mounting strategies may
provide a better result than forcing a

compromise inside the enclosure.

Verifying Performance Under
Real Operating Conditions
Industrial IoT teams often discover

RF issues too late because initial vali-

dation is performed in conditions that
are much cleaner than the deployment
environment. Bench measurements
and early bring-up tests are useful,
but they don’t capture the effects of
final packaging, nearby metalwork,
interference sources, or the combined
activity of multiple radios in the same
device.

A more reliable process combines
lab characterization with realistic sys-
tem-level validation. For cellular and
other wide-area radios, that means
looking beyond nominal modem sen-
sitivity and evaluating total system
behavior after the antenna has been
integrated. For GNSS, it means using
simulators, anechoic chambers, and
field tests to verify that placement, fil-
tering, and grounding decisions hold
up under practical conditions.

For industrial Wi-Fi or private cellu-
lar deployments, performance must be
verified in the presence of the reflective
structures, coverage gaps, and conges-
tion issues that are common across
plants and warehouses. At the same
time, metrics such as received signal
level, throughput, packet success rate,
GNSS carrier-to-noise ratio, and time
to first fix under realistic load and
interference must be monitored.

Field-oriented testing also helps
expose issues that are easy to miss in
isolated subsystem validation. A prod-
uct may appear stable until the enclo-
sure is closed, or the radio transmits
at full power, or the device is mounted

exactly as it will be in service.
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In some installations, strategically
relocating an access point or chang-
ing antenna placement can address
coverage gaps; in others, the correct
answer is a different antenna archi-
tecture altogether. The key is to treat
verification as a system exercise, not

just an antenna or modem exercise.

From Application
Requirements to Robust
Links

The recurring lesson across IIoT
deployments is that antenna design is
inseparable from system context.

The right antenna for a compact
indoor controller will not necessar-
ily be the right one for a remote
outdoor gateway, and an architecture
that works well for a single radio may
become unstable once GNSS, cellular,
and local wireless are forced into the
same mechanical envelope. Decisions
about bands, form factor, ground
plane, enclosure materials, mounting
location, and coexistence all interact,
and each one can erode performance
if handled too late.

The practical takeaway is clear:
Industrial IoT antenna design should
begin with the installation environ-
ment and the complete radio archi-
tecture, not with the antenna as a last-
step component choice.

Systems intended for long service
lives in harsh locations benefit from
early RF planning, disciplined inte-
gration, and verification methods that

reflect the way the product will actu-

ally be deployed. In metal-rich, noisy
industrial environments, that process
is often the difference between a wire-
less link that looks acceptable in the
lab and one that remains reliable in

the field.
view this article online
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Selecting a Multi-Use Industrial Gateway

A new modular and fanless PC that sits in the “Goldilocks Zone” reimagines the

industrial gateway to meet the challenges of today’s lloT system deployment.

FRANCESCO VAIANI, Senior Product Manager, SECO

here’s a host of reasons why

the move is underway to
make systems smarter. For
example, businesses are under pres-
sure to report their green creden-
tials and explain how they contribute
to reducing emissions. To do this,
they and their suppliers need accurate
data gathered from their operations
to report their environmental impact
today and demonstrate improvement
in the future. The industrial Internet
of Things (IIoT), enabling Industry
4.0, is critical in these efforts.
In factories, data gathering is essen-

tial to provide a more granular view of

dreamstime_Sompong-Sriphet_126723440.jpg

operations, even from legacy equip-
ment that's missing connectivity.
Energy utility providers need to peek
into homes and businesses as they

generate energy behind the meter and
install battery energy storage. And
for HVAC, there’s a need to optimize
energy use. On top of that, remote
control and visibility into these sys-
tems make diagnostics and predic-
tive maintenance possible across all of
these cases, helping to lower costs and
improve customer service.

Finally, artificial intelligence’s
role continues to expand. With
data available for evaluation, clev-
er machine-learning algorithms can
discover data dependencies or spot
trends that, using other programmatic
means, would be considerably more
challenging. Industrial gateways are

central to deploying such capabilities.

1. The fanless DIN-
mountable Modular Link MX93
with Gigabit Ethernet, USB, and

external antenna connections.
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Rethinking the
Industrial Gateway

The image that comes to mind
for most industrial engineers when
mentioning gateways is an x86-based
industrial PC. However, not every
application demands the performance
of this option, nor can they justify the
associated costs. At the other end of
the scale are microcontroller-based
IoT gateways. While cost-effective,
they lack the required scalability,
which limits their deployment options

— and without Al accelerators, they're

unable to perform intelligent data
analysis at the edge.

These issues have occupied the team
at SECO for some time, leading them
to develop a new modular and fan-
less industrial PC. The Modular Link
MX93 sits between the traditional per-
formance extremes of industrial gate-
ways and incorporates hardware Al
support (Fig. 1). It focuses on the needs
of industrial users in diverse applica-
tions such as smart metering, HVAC,
and smart gateways for automation

applications and smart sensing.

At the core of the DIN-mountable
Modular Link is a powerful i MX 93
applications processor from NXP.
Featuring two Arm Cortex-A55 pro-
cessors running at up to 1.7 GHz, it’s
paired with up to 2 GB of LPDDR4
memory and a 32-GB eMMC 5.1 mass
storage device.

Supporting edge-Al tasks is the
on-chip, 0.5-TOPS Arm Ethos U-65
neural processing unit (NPU) to han-
dle basic inferencing or even relocat-
ing some cloud AI activities locally.
Measuring 140 x 96 x 36 mm, the
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2. With the i.MX 93 at its core, the gateway has the connectivity and I/0 for interfacing with industrial, HVAC, and smart

metering systems.

1 LEARN MORE @ mwrf.com | 27


https://www.mwrf.com/
https://www.mwrf.com/

I Microwaves&RF

CHAPTER 7. Selecting a Multi-Use Industrial Gateway

MX93 is two DIN wide. It’s specified
for operation over the -20 to +70°C
temperature range and operates from

a 12- to 36-V power source.

Connecting to Sensors and
Networks

For connectivity and interfacing,
two RJ45 Gigabit Ethernet connec-
tors are available, complemented by
an optional Wi-Fi module with two
external antennas (802.11 ac/a/b/g/n)
and Bluetooth 5.0. And, if needed, the
Mini PCle full-size card slot can be
fitted with an optional LTE modem.

Two USB 2.0 Type-A connectors are
also implemented, with one support-
ing USB-OTG. The RJ12 connector
can be configured in software as an
RS-232, RS-422, or RS-485 interface,
while a USB Type-C connector offers
access to a UART debugging interface.
Finally, two digital outputs and four
digital inputs are optionally available
via terminal blocks.

Though most gateways are operated
headless, there are benefits to attach-
ing a monitor and seeing what’s going
on. Supporting this is an optional
mini HDMI connector for 1080p at
60-Hz video resolution (Fig. 2).

The modular architecture allows sys-
tem integrators to choose the optimal
interfacing options for each gateway
deployment they build. Three Add-On
Units are available, with more in devel-
opment, and customization to individ-
ual requirements is also possible.

Attached to the expansion connec-

3. A range of Add-On Units with optoisolated I/0 expand the Modular Link’s

capabilities.

tor, the units offer either four optoiso-
lated serial interfaces, eight optoisolat-
ed general-purpose I/Os, or a combi-
nation of both (Fig. 3). This provides
access to the CAN interface alongside
the serial ports, supporting the proto-
cols needed in industrial automation
and building management systems
(BMS).

Backed Up by Software

With the optimal gateway hard-
ware selected, the development team
needs to configure the software to
their application’s needs. Each use
case brings its own challenges, rang-
ing from real-time monitoring, data
analysis, and control to support for
application-specific communications
standards such as BACnet, MQTT,
and OPC-UA. Other obstacles include

provisioning, monitoring the status of

multiple gateways, managing devices,
and monetization.

Recognizing the challenges of
implementing Industry 4.0 and the
upcoming transformation to Industry
5.0, SECO developed the Clea soft-
ware suite.

Most users begin with Clea OS, an
open-source Yocto Project operating
system developed in-house for smart
gateways with out-of-the-box securi-
ty. This embedded Linux framework
enables developers to build and deploy
IoT infrastructure without having
to deal with issues such as device
management and how to implement
secure over-the-air (OTA) updates. It
implements remote access and com-
mand execution along with real-time
device monitoring and status track-
ing. Al models can also be deployed
and managed for low-latency infer-
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encing on hardware accelerators.

Support for standard secure-boot
mechanisms is included as well. It will
comply with cyber resiliency stan-
dards such as software bills of materi-
als (SBOMs) in the future.

Data visualization is provided by
the optional telemetry platform Clea
Portal (Fig. 4). Its intuitive interface
simplifies access to real-time data with
a web-based IoT front-end. With min-
imal coding effort, it can be extended
to meet an application’s needs, while a
monetization framework supports the
deployment of value-added subscrip-
tion services. Alternatively, it’s possi-

ble to develop a custom front-end.

4. The industrial
gateway is backed up
by the comprehensive
Clea software suite,
which includes Clea
OS and Clea Portal.

Fanless Industrial Gateway
for Retrofitting and New
Deployments

Regardless of the industry, business-
es are compelled to make their sys-
tems smarter. Operational data must
be collected and remote diagnostics
implemented with a dashboard that
provides clear visualization for analy-
sis. And Al is becoming more prom-
inent, not just in the cloud but at
the edge, supporting low-latency deci-
sions based on data trends.

On that front, the SECO Modular
Link MX93 offers a fanless industrial
PC that can be deployed more eco-

nomically than a traditional x86 gate-

way. Thanks to its modular design, the
number of I/Os and serial interfaces
can be scaled as required, making it
suitable for retrofitting in industri-
al automation systems as well as in
smart-metering applications, HVAC,

and smart buildings.
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CHAPTER 8

Developing Smarter Industrial Motor
Control with Bluetooth-Enabled MCUs

This article explores how industrial motor control is evolving from a standalone
control function into a connected, data-driven system.

RAMYA KOTA, Senior Manager, Product Marketing in Microchip’s wireless business unit,

ndustrial motor control is under-

going a significant shift. What was

once a localized, real-time control
problem is now part of a broader
requirement for connected, intelligent
systems that deliver continuous visi-
bility and actionable data.

In applications such as HVAC, fac-
tory automation, and pumping sys-
tems, motors are no longer isolated
components. They’re expected to pro-
vide performance data, enable predic-

tive maintenance, and support remote

Microchip

Dreamstime_ Rainer Plendl_9751091

interaction, all while maintaining pre-
cise and reliable control.

This evolution introduces a dual
requirement: Systems must execute
fast, deterministic control algorithms
while also supporting connectivity
for monitoring, diagnostics, and user
interaction, often within the same
embedded platform.

That leads directly to an architec-
ture question. Should motor control
and wireless connectivity remain on

separate devices, as they often have

in the past, or can both functions be
combined on the same MCU without

adding unnecessary complexity?

Connected Motor Systems

Connectivity is changing what
designers expect from motor systems.
Beyond closed-loop control, many
applications now need direct access to
operating data for health monitoring,
field service, and system optimization
across distributed equipment.

That shift is driven by the value of
data. Parameters such as temperature,
current, vibration, and speed can be
used to identify performance drift,
support predictive maintenance, and
reduce unplanned downtime. It’s also
being driven by operational pressure:
Distributed equipment is harder to
service efficiently, and teams increas-
ingly need faster commissioning, sim-
pler troubleshooting, and easier access
to system health without adding wired
interfaces or opening enclosures.

Connectivity simplifies commis-
sioning and service, too, by making

configuration and diagnostics more
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accessible in the field.

Bluetooth Low Energy (BLE) is a
practical fit for these tasks because
it supports low-power operation and
connects directly to smartphones and
tablets without requiring dedicated
infrastructure. That makes it effective
for local configuration, diagnostics,
status access, and service interaction
in systems such as HVAC equipment,

pumps, and industrial tools.

Role of Bluetooth-Enabled
MCUs

Bluetooth-enabled MCUs make a
single-chip approach possible by com-
bining motor-control peripherals such
as pulse-width-modulation (PWM)
modules, analog-to-digital converters
(ADCs), timers, and encoder inter-
faces with a wireless stack for direct
communication to phones, tablets, or
service tools.

That can significantly simplify the
system, and for many motor applica-
tions, it removes the need to partition
control and wireless onto separate
devices. The main question is whether
the wireless MCU has the control-ori-
ented peripherals and performance
needed for the application, since that’s
not the case for many connectivity-fo-
cused MCUs.

This unique market need was the
reason Microchip created the PIC32
BZ6 MCU combining BLE with the
peripherals required in motor-control
designs, including dual 12-bit ADCs,
PWM resources, and a Quadrature

Encoder Interface (QEI). That makes
a single-chip architecture practical in
a wider range of systems than engi-
neers might normally assume when
starting from a traditional split-con-

trol design.

Discrete Connectivity for
High-Performance Systems

In many motor-control systems,
control and connectivity remain sepa-
rate. A dedicated motor-control MCU
or DSP handles the real-time con-
trol loop, while a separate Bluetooth
device manages communication over
a simple interface such as UART or
SPI.

This partitioning is useful when
control performance is the primary
constraint. It allows the control pro-
cessor to stay focused on current loops,
commutation, rotor position tracking,
and protection functions, while the
communication device handles wire-
less links and user interaction.

Because of this, engineers often
default to a two-chip architecture
as a “safety first” design choice. The
assumption is that physically sepa-
rating the chips is the only way to
safeguard the system from electro-
magnetic-compatibility (EMC) issues
and ensure that wireless activity never
interrupts time-critical motor loops.
While this architecture offers flexi-
bility for high-end platforms, it car-
ries a heavy penalty for mainstream
designs, resulting in a higher com-

ponent count, more board space, and

significant integration work to get
the two chips talking to each other
reliably.

For standard motors and even many
brushless DC (BLDC) applications,
defaulting to a two-chip solution out
of fear of EMC or software interfer-
ence is often an unnecessary pre-
caution. Modern single-chip wireless
MCUs are increasingly designed to
handle these challenges within the

same device.

Integrated Approach: Single-
Chip Motor Control and
Connectivity

For a wide range of standard appli-
cations, a single-chip architecture is a
highly effective alternative. A single
high-performance wireless MCU can
easily manage control loops, sensing,
and Bluetooth communication simul-
taneously, simplifying the overall sys-
tem architecture.

The main advantage isn't just lower
component count, but simpler sys-
tem design. With fewer devices,
fewer interfaces, and less partitioning
between control and communication
functions, the design can be easier
to implement, validate, and maintain
while also reducing board space and
overall cost.

This can work well for brushed DC
motors and many BLDC designs,
especially when the wireless MCU
includes  motor-control-oriented
features such as fast ADCs, flexible
PWM resources, and position-feed-
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back interfaces. In these cases, an
integrated device can remove unnec-
essary partitioning and make the sys-
tem easier to design without giving up
the connectivity and control features
required by the application.

A brushed DC motor application is
one example where this approach fits
well. In this type of design, one wire-
less MCU can manage PWM-based
speed and direction control while also
providing a Bluetooth link for setup,
status monitoring, and service access.
Furthermore, it helps keep the design
compact and cost-effective in prod-
ucts where board space is limited and
adding a second device would create
unnecessary overhead. That combi-
nation aligns well with cost-sensitive
systems where the control problem is
relatively simple but wireless connec-
tivity still adds clear value.

The same integrated approach also
extends to some BLDC applications.
In a cordless power tool, for exam-
ple, one wireless MCU can generate
inverter PWM signals, use Hall sen-
sors or encoder feedback for speed
and position input, and maintain a
Bluetooth link for diagnostics, config-
uration, or service access. That makes
it easier to support tuning, firmware
updates, and service workflows on
compact battery-powered equipment
where minimizing cost, size, and
design complexity matters.

When the device also includes dual
ADC:s and the timing resources need-

ed for current and voltage sampling,

the same platform is able to sup-
port more advanced control methods
while still keeping the overall design

compact.

Choosing the Right
Architecture

The architecture choice comes
down to control demand versus sys-
tem complexity. It depends less on the
motor category alone and more on
the control complexity, sensing needs,
and response requirements of the
application. If the application requires
tight real-time control, higher power,
multi-axis coordination, or significant
algorithm margin, separating motor
control and connectivity is still the
safer design choice.

The key is to first evaluate the con-
trol-loop requirements. If those needs
can be met on the wireless MCU, an
integrated architecture will often ease
system design, reduce interfaces, and
lower implementation effort com-
pared with a traditional separate-con-

trol approach.

Conclusion

As industrial equipment becomes
more connected, motor designs
increasingly need both precise con-
trol and built-in access to diagnostics,
configuration, and performance data.

Bluetooth-enabled MCUs expand
the set of options available to design-
ers. In some systems, a separate wire-
less device is still the right answer.

But in numerous others, an integrated

device can simplify the control archi-
tecture rather than adding to it.

For designers building connected
motor systems, the decision is less
about whether wireless belongs in the
product and more about whether it
needs to live on a separate device. For
many motor types, it does not, and
integrating control and connectivity
on one MCU can be the cleaner sys-

tem solution.
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